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Getting Help

For additional support related to this device or document, contact Cabletron Systems using one of
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To send comments or suggestions concerning this document, contact the
Cabletron Systems Technical Writing Department via the following

email address: TechWriting@cabletron.com

Make sure to include the document Part Number in the email message.

Before calling Cabletron Systems, please have the following information ready:

Your Cabletron Systems service contract number

A description of the problem

A description of any action(s) already taken to resolve the problem

The serial and revision numbers of all involved Cabletron Systems products in the network
A description of your network environment (layout, cable type, and so forth)

Network load and frame size at the time of trouble (if known)
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Preface

A RoamAbout wireless network consists of RoamAbout wireless products, such as the
RoamAbout PC Card and RoamAbout Access Point, and other wireless products that use
an 802.11 Direct Sequence (DS) compliant radio.

This manual describes how to design, install, configure and maintain a RoamA bout
wireless network. It also describes how to troubleshoot problems that may arise during
installation or operation.

Intended Audience

This manual isintended for the wireless network manager. Y ou should have a basic
knowledge of Local AreaNetworks (LANS) and networking functions.
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Associated Documents

The following lists each RoamAbout product and where to find additional information.
These documents are available on the RoamAbout web site at:

www.cabletr on.com/wir eless

Component Document

RoamAbout Access Point RoamAbout Access Point 2000 Hardware
Installation Guide

RoamAbout Access Point RoamAbout Access Point 2000 Hardware
Installation Quick Sart

RoamAbout PC Card RoamAbout 802.11 PC Card Kit
Installation
On-LineHelp

RoamAbout PC Card MS-DOS/ RoamAbout 802.11 PC Card MS-DOS

Windows 3.1 Driver and Windows 3.1 Installation Guide

RoamAbout Client Utility On-Line Help

RoamAbout Access Point Manager  On-Line Help

RoamAbout Outdoor Solution RoamAbout Outdoor Antenna Site
Preparation and Installation Guide




Chapter 1

Wireless Network Configurations

There are three basic RoamAbout wireless network configurations:

e Oneor more Access Points connecting wireless clients to a wired network, using the
Workgroup Bridge mode. A wireless client can be any computer with an 802.11
Direct-Sequence (DS) compliant radio card. This type of network is referred to asa
wireless infrastructure network.

e Two or more Access Points used asawireless link connecting wired networks. Thisis
called a LAN-to-LAN configuration. There are two variations of the RoamAbout
LAN-to-LAN configurations:

— Point-to-Point which connects two wired networks, using the
LAN-to-LAN Endpoint Bridge mode.

— Point-to-Multipoint which can connect multiple wired networks, using
the LAN-to-LAN Multipoint Bridge mode.

« Wireless clients communicating among themselves without a connection to a wired
network. This is called a peer-to-peetadrhoc network.

Wireless Network Configurations 1-1



What a RoamAbout Access Point Provides

What a RoamAbout Access Point Provides

The RoamAbout Access Point is a 2-port bridge. One port connects to an Ethernet LAN.
The other port connects to a wireless network. The wireless connection is provided by a
RoamAbout 802.11 DS compliant PC Card.

Bridging Services
The RoamAbout Access Point provides the following bridging services:

e Store-and-forward capability

The Access Point receives, checks, and transmits framesto other LANS, enabling the
configuration of extended LANSs.

e Framefiltering based on address

Using the address database and the source and destination addresses from incoming
frames, the Access Point isolates the traffic that should not be allowed on other LANS.
This action reduces the total datatraffic on an extended LAN by not forwarding the
packets that have local destination addresses or packets that are not allowed to be
forwarded. This increases bandwidth efficiency.

e DatalLink layer relay

The Access Point operates at the Data Link layer of the Open System Interconnection
(OSl) model. Operation at this layer makes the Access Point transparent to the
protocols that use the LAN connectivity service. This protocol transparency is a key
factor in the extended LAN service.

e Dynamic address learning

The forwarding and translating process module automatically adds new source
addresses to the address database while the Access Point is operating. This reverse
learning of the address and port association allows automatic network configuration
without prior downline loading of configuration data to the Access Point. Address
learning is protocol and management entity independent.

An Aging Timer determines how long an address remains in the database. The timer
measures the time since data was last addressed to or from a particular node. If the

timer lapses without any traffic, the node’s address is removed from the database. The
Aging Timer interval can be modified by a Network Management System.

1-2 Wireless Network Configurations



What a RoamAbout Access Point Provides

e Workgroup Bridge mode

In Workgroup Bridge mode, the Access Point communicateswith wirelessclients. The
Access Point learns addresses only from the wireless side of the network. The Access
Point only forwards packets to multicast addresses, broadcast addresses, and known
addresses on the wireless LAN. The default Aging Timer interval is 32 minutes.

e LAN-to-LAN Endpoint Bridge mode

In a Point-to-Point configuration, both Access Points are configured as Endpoints.

In thismode, the Access Point filters packets based upon their destination address and
forwards all packets with unknown addresses.

e LAN-to-LAN Multipoint Bridge mode

This mode is used where multiple Access Points are configured as dedicated wireless
links between LANSs in a Point-to-Multipoint configuration. The LAN-to-LAN
Multipoint option is only available on the Access Point 2000 with V6.0 or later
firmware. One Access Point must be designated as the Central Access Point. The
Central Access Point can communicate with up to six other Access Points configured
as Endpoints.

In thismode, the Access Point filters packets based upon their destination address and
forwards all packets with unknown addresses.

Y ou must purchase alicense with avalid activation key to enable Multipoint
NOTE | bridge mode. Contact your Cabletron Representative.

Other RoamAbout Access Point Features
The Access Point includes the following features:

e Communication with any 802.11 Direct Sequence (DS) compliant radio in awireless
client.

e Support for up to 250 wireless users, per Access Point, in an infrastructure network.

e 802.11 Wired Equivalent Privacy (WEP 40-bit data encryption) and enhanced 128-hit
data encryption.

e Secure Access, which requires clients to have the correct Wireless Network Name
beforeit can join the wireless network.
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What a RoamAbout PC Card Provides

Roaming, where wireless clients can roam from one A ccess Point to another in the
same wireless LAN without losing connectivity.

Local management viaitslocal console port or remote management by the
RoamAbout Access Point Manager software, or Network Management Station
(NMS).

Support for RMON Groups 1, 2, 3, and 9 (Statistics, History, Alarms, and Events).
Upgradeable viaa downline-load using BOOTP and TFTP.

802.11 power management.

8000 node forwarding address database.

Redundancy through an 802.1d Spanning Tree.

Settable protocol filtering.

Settable source and destination address filtering.

What a RoamAbout PC Card Provides

The RoamAbout PC Card isan |EEE 802.11 Direct Sequence (DS) compliant wireless
network interface card.

The RoamAbout PC Card functions like any standard wired Ethernet card; however, the
RoamAbout PC Card uses radio frequencies instead of a cable for the LAN connection.
When installed in a computer, the PC Card and computer are referred to as a RoamAbout
wireless client.

The RoamAbout PC Card includes the following features:

Fitsinto any PC card type |l slot.

RoamAbout | SA Adapter Card option, which allows installation into computers that
do not have a PC card dot but do have an available | SA bus dlot.

802.11 DS compliant radio.
Communication with 802.11 DS compliant Access Points or other 802.11 clients.

RoamAbout Client Utility, which allows you to monitor the quality of wireless
communication.

Support for Windows 95, Windows 98, Windows NT, Windows 2000, MS-DOS,
Windows 3.x, WinCE, Linux, and Apple PowerBook computers.

802.11 power management.
Wired Equivalent Privacy (WEP) security.
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Wireless Infrastructure Network

* Roaming, where the client can move from one Access Point to another in the same
wireless network without losing LAN connectivity.

« Roaming over multiple channels. The RoamAbout PC Card automatically uses the
same channel as the associated Access Point.

e The RoamAbout PC Card is aso used in a RoamAbout Access Point as the wireless
port to provide wireless communication. For this manual, the A ccess Point with the PC
Card are usually considered one unit.

Wireless Infrastructure Network

In awirelessinfrastructure network, wireless clients communicate with an Access Point to
connect to awired LAN. A RoamAbout wirelessinfrastructure network can support clients
with various operating systems, such as Windows 95, Windows 98, Windows NT,
Windows 2000, MS-DOS, Windows 3.1, WinCE, Linux, and Apple Macintosh.

The areawhere a client can communicate with the Access Point is called a coverage area.
To increase the coverage area, you can add Access Points to the wirel ess network.

Single Access Point

Y ou can have one wireless infrastructure network with one Access Point. Each wireless
client must communicate with the Access Point to connect to the wired network.

Y ou can also have multiple wireless infrastructure networks, each with asingle Access
Point and different wireless names. Each network is a separate entity. Clients cannot roam
between networks.
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Wireless Infrastructure Network

Multiple Access Points

A wireless infrastructure network can consist of multiple Access Points. This extends the
coverage area of thewireless network. To allow roaming, each Access Point inthewireless
network must use the same Wireless Network Name.

In this configuration, the wireless network consists of cells. A cell isasingle Access Point
and its wireless clients within a network of multiple Access Points.

Figure 1-1 shows two Access Points in the same wirel ess network.

Figure 1-1: Cells Within a Wireless Infrastructure Network Configuration

Cell 1 Coverage Cell 2
Area\sA

9

Wireless
Client _

To allow wireless clientsto physically move within awireless network, the coverage areas
should overlap. In Figure 1-1, Cell 1 and Cell 2 share overlapping areas of coverage. Asa
wireless client moves from Cell 2 to Cell 1, the necessary infrastructure network
information is passed from AP1 to AP2 while maintaining LAN connectivity. The
capability of moving from one Access Point to another without osing the network
connection is called roaming.

When awireless client (such as the laptop computer in Figure 1-1) approaches the outside
boundary of acoverage area, the client can sense that another Access Point using the same
Wireless Network Nameis providing a better quality signal. The client then automatically
switches to the other Access Point. If the other Access Point is using a different channel,
the client automatically switches to that channel.
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LAN-to-LAN Configuration

Wirele

LAN-

ss Client Behavior

Y ou can configure the wireless client to connect to a specific wireless network or the first
available wireless network.

If you configure the client to connect to a specific wireless network, the client establishes
aradio connection to the Access Point in the specified wireless network that provides the
best communications quality. Access Pointsin a different wireless network are ignored.

If you configure the client to connect to the first available wireless network (the Wireless
Network Name = ANY), the client establishes a radio connection to the Access Point that
provides the best communications quality. Be aware that if there are multiple wireless
networks, the client could connect to an Access Point that is not in the network you want
tojoin.

In either configuration, the client automatically matches the radio channel used by the
Access Point.

A wireless client configured to connect to any available network does not automatically
switch networks after it makes a connection to a wireless network; for example:

Y our wireless client is configured to connect to the first available
wireless network. The first available network is called SouthSide. Once
the connection is made, you move your client out of range of SouthSide,
but in range of another wireless network called NorthSide. The wireless
client loses the connection to SouthSide but does not make the
connection to NorthSide. To connect to NorthSide, you need to restart
the client. After the restart, the wireless client connects to NorthSide
since it isthe first available wirel ess network.

to-LAN Configuration

Y ou can connect separate LANSs over awirelesslink by configuring two or more
RoamAbout A ccess Points to communi cate with each other. Thisiscalled aLAN-to-LAN
configuration.

There are two variations of the RoamAbout LAN-to-LAN configuration:

e Point-to-Point, using the LAN-to-LAN Endpoint Bridge mode, which connects two
wired networks.

e Point-to-Multipoint, using the LAN-to-LAN Multipoint Bridge mode, which can
connect multiple wired networks.
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LAN-to-LAN Configuration

Typically, the Access Points are configured with outdoor antennas. If you use an outdoor
antenna, you should have a professional antennainstallation company perform the
installation. Contact your Cabletron sales representative or visit the RoamAbout web site
for more information about the outdoor antennakits.

A Central Access Point uses an omni-directional antenna so that it can communicate with
multiple Access Points in different directions. The Endpoint Access Points usually use a
directional antennapointed at the Central Access Point. The directional antennaallowsyou
to increase the distance between Access Points. There must be a clear line sight between
antennas to avoid areduction in the signal level.

Point-to-Point

Figure 1-2 shows two Access Points, configured as LAN-to-LAN Endpoint Bridge mode,
in different buildings using an outdoor antennato connect the LANsin those buildings. As
shown in the figure, both Access Points use a directional antenna. Y ou can also configure
the Access Points to connect two LANSs in the same building.

Figure 1-2: Point-to-Point Configuration

Endpoint

Endpoint
Mode

I Mode
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LAN-to-LAN Configuration

Point-to-Multipoint
Y ou can connect wired LANs in different buildings using the LAN-to-LAN Multipoint
feature. At least one of the Access Pointsis configured asaMultipoint Access Point, called
the Central Access Point. The Central Access Point can communicate directly with up to

six Access Points. The six Access Points are configured as Endpoints, which can only
communicate directly to the Central Access Point.

The Wireless Relay Setting must be enabled to allow the Endpoint Access
NoTE | Pointsin the configuration to communicate with each other through the
m | Central Access Point.

Configuration Examples

Figure 1-3 shows an example of a Multipoint configuration. Y ou can have any of the
following configurations:

e OneCentral Access Point with up to six Endpoint Access Points. The Endpoint Access
Points can only communi cate with the Central Access Point and not directly with each
other. Therefore, the Central Access Point should be connected to themain wired LAN
with the Wireless Relay setting disabled.

If you enable the Wireless Relay Setting, each of the Endpoint Access Pointsin this
configuration can communicate with each other through the Central Access Point.
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LAN-to-LAN Configuration

Figure 1-3: Point-to-Multipoint Configuration
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e Two or more Central Access Pointsin the same Point-to-Multipoint configuration. In
this configuration, up to six Access Points are configured to communicate with the
same Central Access Point. Y ou can configure one or more of those six Access Points
as a Central Access Point to communicate with up to five additional Access Points.
This configuration requires Wireless Relay to be enabled.

InFigure 1-4, Building A isthe Central Access Point for Buildings A1 through A5 and
Building B. However, Building B isalso the Central Access Point for Buildings A and
Building B1 through B5. Y ou could expand this one further by making Building B3 a
Central Access Point for five other buildings, although adding additional hops may
decreases network performance.

To avoid bridging problems, do not configure an Access Point as an Endpoint for more
than one Central Access Point. In Figure 1-4, you would not configure Building B1 as
an Endpoint to communicate directly to Building A.

Figure 1-5 provides examples of configurations that cause network loops.
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Figure 1-4: Point-to-Multipoint-to-Multipoint Configuration
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LAN-to-LAN Configuration

Preventing Network Loops

It isimportant to avoid Point-to-Multipoint configurations that will cause bridge loops. A
bridge loop occurs when two parallel network paths are created between any two LANS,
causing packets to be continuously regenerated through both parallel paths. This situation
eventually rendersthe network unusable due to the excessive traffic that is being generated
by the loop. The Access Point spanning tree function corrects this type of problem by
shutting down the bridge and possibly shutting down a segment of the network.

Figure 1-5 provides examples of configurations that cause Network Loops.

Figure 1-5: Network Loops
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Ad-Hoc Network

Wireless ad-hoc networks do not include Access Points. Instead, the ad-hoc network isa
|oose association, or workgroup, of computers that can communicate with each other using
the PC Card in Ad-Hoc Mode. Figure 1-6 shows an ad-hoc network.

The ad-hoc network is also known as a peer-to-peer network or independent network. The
size of the ad-hoc network coverage area is determined by various factors, such as

proximity and obstacles in the environment. In Figure 1-6, Client D has a coverage area
(shown in gray) that touches all the other clients. This client can communicate with the
other clients. Client C’'s coverage area does not touch Client A. These clients cannot
communicate unless they move closer together.

The number of clients that the ad-hoc network can support is determined by the network
utilization of each client. For example, a large number of clients could use the network for
reading e-mail with very good network performance, but a few clients transferring large
files could slow the network response time for all the clients.

Figure 1-6: Ad-Hoc Network
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Optional Antennas

The RoamAbout PC Card has two integrated antennas that perform best in an open
environment with asfew obstacles as possible. Depending on the environment and wireless
network configuration, you may need an optional antenna.

The following sections describe the types of optional antennas available with the
RoamAbout products.

Vehicle-Mount Antenna

The RoamAbout Vehicle-Mount antenna (Figure 1-7) isa 5 dBi omni-directional antenna
that connects vehicles with an on-board client to the wireless network. The sturdy design
allowsyou to mount it on vehicles, such asthe roof of afork-lift truck, to allow continuous
access to networked data, whether inside or outside of the building.

Y ou connect the V ehicle-Mount antennato the PC Card using the special 2.5 meter (8 foot)

cable. To connect an antenna to the PC Card, insert the connector into the socket on the
extended side of the PC card. To protect the socket from dust, it is shielded with acap. You

must remove the cap. See the “Vehicle-Mount Antenna Specifications” section on page
A-7 for the antenna specifications. For mounting and installation instructions, see the
RoamAbout Outdoor Antenna Site Preparation and Installation Guide.

Figure 1-7: Vehicle-Mount Antenna
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Range Extender Antenna

Usethe Range Extender Antenna (Figure 1-8) to ensure optimal transmission and reception
quality for situations where the integrated antennas are shielded, such as:

« Thewirelessdeviceis close to metal surfaces.
« Thewireless deviceisinstalled in a hidden location, such as in a cabinet.
e Objects shield the wireless device.

The Range Extender antennahas amounting bracket and abasefor vertical positioning that
allowsyouto place the antennaon top of atableor cabinet, or attach it tothewall or ceiling.
To connect an antennato the PC Card, insert the connector into the socket on the extended
side of the PC card. To protect the socket from dust, it is shielded with a cap.

Typically, the Range Extender Antenna is used with a desktop client. See the “Range
Extender Antenna Specifications” section on page A-6 for the antenna specifications.

To avoid damage, do not place the Range Extender Antenna

on top of, or close to a monitor. Many computer monitors

A have a degauss option. An electromagnetic discharge that
may occur when degaussing the monitor may damage the
antenna.

Figure 1-8: Range Extender Antenna
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Outdoor Antenna Kit
There are two RoamAbout antennas available for outdoor use:
¢ 14-dBi directional antenna
e 7-dBi omni-directiona antenna

The RoamAbout outdoor antennas support outdoor LAN-to-LAN wireless links that are
used to connect separate LANSs. Thedirectional antennaistypically used in a Point-to-Point
wireless link. The omni-directional antennais typically used in a Point-to-Multipoint
configuration. The omni-directional antenna can aso be used in awireless infrastructure
network.

Refer to the RoamAbout Outdoor Antenna Site Preparation and Installation Guide or the
RoamAbout web site for more information.
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Chapter 2

Understanding Wireless Network
Characteristics

This chapter describes many of the wireless networking concepts and characteristics. You
should be familiar with this information before you design, implement, or manage a
RoamAbout wireless network. Not all characteristics apply to al of the network
configurations.

Wireless Network Name

A wireless network name is the name of the wireless infrastructure network. To add an
Access Point to an existing wireless network, configure the Access Point with the name of
thewirelessnetwork. To create anew wirel essinfrastructure network, configurethe Access
Point with a unique wireless network name. The wireless network name is case sensitive.

For security, configure all the clients in the wireless network with the wireless network
name. The Access Point has a Secure Access feature that only allows clients with the
correct network name to access the network.

If security is not an issue, disable the Secure Access feature on the Access Point. Clients
can be configured without a network name (the network name field is blank) or use ANY
(al uppercase) as the wireless network name and still connect to the network.

The wireless network name is not used in an ad-hoc network or in a LAN-to-LAN
configuration.
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MAC Address

The MAC addressis a unique identifier for networking devices. Each LAN device
(including Ethernet cards, bridges, routers, and gateways) is identified by a unique
factory-set MAC address.

RoamAbout Access Points have two MAC addresses:

e OneMAC address for the wired Ethernet interface, which is printed on the Access
Point.

¢ OneMAC addressfor the RoamAbout PC Card installed in the Access Point, whichis
printed on alabel on the back side of the card.

RoamAbout wireless clients are identified by the MAC address of the RoamAbout PC
Card.

Y ou cannot change the universal MA C address of a networking device. However, some
network operating systems have a user-defined local MAC addressing scheme, which
requiresthat each device beidentified by alocal MAC address value. The universal MAC
addressis aliased with a value according to the MAC addressing scheme. Y ou can enter a
local MAC address value on a RoamAbout client, but not on a RoamAbout Access Point.
Most network systems do not require local MAC addresses.

Channel Frequencies

The channel sets the center radio frequency for the wireless device. The RoamAbout PC
Card can support up to 14 channels; however, the number of available channelsvariesin
different countries.

Access Points within the same wireless infrastructure network can be set to different
channels. Y ou can change the channel in an Access Point, but you cannot change the
channel in aclient. Instead, the client automatically uses the same channel as the Access
Point. In an ad-hoc network, the client can only use the factory-set channel.

Wireless clients automatically switch to the Access Point’s channel when roaming between
Access Points in a wireless network; for example, there are two Access Points in a wireless
network where Access Point 1 uses channel 1 and Access Point 2 uses channel 6. When
connected to Access Point 1, the client automatically uses channel 1. When roaming to
Access Point 2, the client automatically changes to channel 6.

2-2 Understanding Wireless Network Characteristics



Transmit Rate

To avoid radio interference, adjacent Access Points should be set to different channel s that
are at least five channels apart. The Access Points do not necessarily haveto bein the same
wireless network. For example, you have three Access Points whose coverage areas
overlap; set the channelsto 1, 6 and 11, if possible. Dueto local radio regulations, not all
channels are availablein al countries.

InaLAN-to-LAN configuration, the Access Points must be set to the same channel.

In an ad-hoc network, all clients must use the same channel to communicate. Since the
RoamAbout PC Cards use the same default channel, thisis only an issue when clients use
other PC Cards set to adifferent channel.

See the “Supported Frequency Sub-Bands” section on page A-5 for a list of channels
supported by country.

Transmit Rate

The transmit rate identifies the preferred data transmission speed of the Access Point. The
actual data transmission speed is subject to the type of PC Cards at both ends of the wireless
link and the communications quality of the link.

Transmissions at faster rates allow for higher data throughput and quicker network
response times. However, transmissions at lower rates are usually more reliable and cover
longer distances than the higher rates. You might use a lower rate in the following
situations:

e The client is at the extreme edge of the coverage area (see Figure 2-1). Using a lower
rate covers the longer distance more reliably than a higher rate.

e There are numerous retransmissions due to a low signal level. Using a lower transmit
rate prevents the PC Card from slowing network response times by transmitting data
unsuccessfully at a higher rate then retransmitting at a lower rate.

As shown in Figure 2-1, an Access Point can have clients using different transmit rates in
a wireless infrastructure network.

The following sections describe the auto rate and fixed rate settings.

Auto Rate

With the Auto Rate option, the PC Card in a client or Access Point automatically switches
to a lower rate when data transmissions fail more than once. Shortly after completing the
transmission, the PC Card returns to transmitting data at the higher rate.
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In most environments, Auto Rate allows the PC Card to use a higher rate for better data
throughput, yet the PC Card can still use the more reliable slower rate when transmissions
fail. A transmission can fail when the network experiences spurious noise interference.

Also use Auto Rateif you have Access Points with 11 Mbit/s PC Cards and amix of clients
with 11 Mbit/s and 2 Mbit/s PC Cards. The Access Point can communicate with both types
of clients, but can communicate with the 11 Mbit/s clients at a higher rate than the 2 Mbit/s
clients.

Figure 2-1: Using Various Transmit Rates
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Fixed Rate

A fixed rate setting prevents the PC Card from retransmitting at alower rate after afailed
transmission. One example of why you would do thisiswhen amicrowave oveninthearea
produces noise in the same frequency as the wireless network (see Figure 2-1). The
interference only occurs when the machineisin use. The interference may temporarily
disrupt communications between a client and the Access Point. After atransmission fails
more than once, the client retransmits at alower rate. However, the interference also
prevents communication at the lower rate. Retransmitting at alower rate does not solvethe
problem and could decrease network performance. With fixed rate enabled, the client
cannot retransmit at alower rate.
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A fixed transmit rate does not affect the receive rate. For example, an Access Point and a
client both have 11 Mbit/s PC Cards, but the client isfixed to only transmit at 2 Mbit/s. The
Access Point can send dataat 11 Mbit/sto the client, and the client can respond by sending
dataat 2 Mbit/s.

However, you should not set the Access Point to afixed rate of more than 2 Mbit/sif you
have clientswith 11 Mbit/s and 2 Mbit/s PC Cards. Otherwise, the 2 Mbit/s clients cannot
communicate with the Access Point. The 2 Mbit/s clients can only receive data at a
maximum of 2 Mbit/s.

Communications Quality

Communications quality is measured by the Signal to Noise Ratio (SNR). The SNR isa
dynamicindicator that indicatestherelative strength of theradio signal (signal level) versus
the radio interference (noise level) in the radio signal path. In most environments, SNR is
agood indicator for the quality of theradio link between transmitter and receiver. A higher
SNR value means a better quality radio link.

At the client, the RoamAbout Client Utility allows you to monitor the SNR, signal level,
and noise level at the client. The client utility is provided in the RoamAbout PC Card kit.

For the Access Point, the Access Point Manager provides a Link Test diagnostic tool that
monitors the SNR, signal level, noise level, and remote station capabilities.

Signal Level

The signal level values give you an indication of the distance between wireless devices.
Using the RoamAbout Client Utility, you can observe a decrease of the signal level value
when you move a client away from its Access Point. As an indicator for the
communications quality, signal level should always be interpreted in combination with
noise level:

« Ahighsignal level with alow noiselevel provides excellent communications quality.

« A high signal level with a high noise level resultsin an average or poor SNR.
Communications may not be as good as expected despite the strong signal level.

« Alowsigna level may still provide adequate communications when the noise level is
relatively low.
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Noise Level

The noise level indicates the presence of interference. Noise can be generated by various
devices such as microwave ovens (2.4 GHz), elevator motors, and theft detection devices
(like those used in retail stores). Noise level should always be related to the signal level:

e Alow noiselevel withahigh signal level provides excellent communications quality.

e A medium or high noiselevel with ahigh signal level results in an average or poor
SNR. Communications may hot be as good as expected despite the strong signal level.

e A highnoiselevel most likely provides poor communications when thesignal level is
medium or low.

Data Throughput Efficiency

Datathroughput efficiency ismeasured in transmissions sent, lost, or received. When adata
transmission fails, the wireless device automatically retransmits the data. It isnormal in
many environments for atransmission to fail occasionally. Datais not lost since the
wireless device automatically retransmits the data frames.

Many failed transmissions may result in longer network response times. Numerous
retransmissions require more time and bandwidth to maintain network communication
while contributing to the congestion of the medium. Y ou can determine the amount of
retransmissionsin awirel ess network using the RoamAbout Client Utility. Theclient utility
is provided in the RoamAbout PC Card kit and isinstalled on clients.

AP Density and Roaming

AP Density is used to optimize the load balance of the number of wireless clients per
Access Point. AP Density affects the sensitivity of the radio receiver, which determines
when clients roam from one Access Point to another. Roaming allows wireless clients to
move between cellsin awireless infrastructure network without |osing the connection to
the network.

The RoamAbout client can sense all the Access Pointsin awirel ess network that arewithin
range. Asyou movethe client away fromits Access Point and the SNR decreases, the client
automatically switches to an Access Point with a better SNR. The client also changesiits

frequency channel to match the Access Point. The transition is transparent where the user
isnot awarethat atransition occurred. Changing the AP Density to account for the distance
between Access Points allows the clients to roam between Access Points more efficiently.

AP Density isnot used in LAN-to-LAN configurations or the ad-hoc network.
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The AP Density setting must be the same for all Access Points and
A wireless devices in your wireless network. Failure to do so may cause
unpredictable results for the wireless client in your network.

Using non-matching values may seriously affect the wireless
performance of the client. If Access Points are set to a High AP
Density, a client with a Low AP Density may continue to transmit to
the same Access Point instead of roaming. Meanwhile, the Access
Point ignores the client because the client’s transmissions fall below
the receiver threshold. If the Access Points are set to a Low AP
Density, a client with a High AP Density may try to prematurely roam
to another Access Point.

There are three AP Density parameters available;

e Low (default). The Low setting provides maximum coverage using a minimum
number of Access Points. Thisoption istypicaly used for single-cell networks, but
also provides an efficient and cost effective solution for networksthat include multiple
wireless clients.

e Medium. The Medium setting can be used for environments where Access Point
stations experience slow response times even when the radio communication is
excellent.

« High. The High setting should only be used when you are designing a wireless
infrastructure that includes a high concentration of Access Point devices.

RTS/CTS Protocol

Each devicein awireless network can sense transmissionsfrom other devicesinits network
that use the samefrequency. To avoid collisionsand | ost data, adevice only transmitswhen
it senses that no other device is transmitting. This behavior is referred to as the Carrier
Sense Multiple Access/Callision Avoidance (CSMA/CA) protocol. The RTS/CTS
(Reguest to Send/Clear to Send) protocol is useful when collisionsdo occur. Collisions can
occur if:

* Two clients are unable to sense each other’s transmissions and simultaneously transmit
to the Access Point.

The RTS/CTS protocol forces a wireless device to perform the following.

* When a packet to be transmitted is shorter than the RTS/CTS threshold, the device
transmits when it senses that the medium is free. The RTS/CTS protocol is not used.
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A shorter packet isless likely to have a collision than alonger packet.

*  When the packet exceeds the threshold, the device sends an RTS message and waits
until the receiving device responds with a CTS message.

The RTS message includes the length of the frame that the device wishes to transmit. The
receiving device includes thisinformation as aradio-silence time indicator in its CTS
response message. The CTS message announces to all the devices in the wirel ess network
which deviceisallowed to transmit its message. All other devices defer their transmissions
for the radio-silence time identified in the CTS message.

Access Point - RTS Threshold

The RTS Threshold on a RoamAbout Access Point specifies the packet size of
transmissions, where messages larger than the specified size must use the RTS/CTS
protocol. The default value, 2347, effectively turns off the RTS Threshold.

A lower RTS Threshold isuseful when collisionsfrequently occur at the Access Point. This
can be caused when the Access Point and a client (or Access Point inaLAN-to-LAN
configuration) transmit data to each other simultaneously. A lower RTS Threshold forces
the Access Point to send an RTSto the device before transmitting a packet that exceedsthe
threshold. The Access Point waits until the device responds with a CTS message.

Lowering the RTS Threshold imposes additional network overhead that could negatively
affect the throughput performance. Y ou should only lower the RTS Threshold when the
wireless network experiences frame collisions and lost messages.

Wireless Client - Medium Reservation

Use Medium Reservation to resolve a hidden station problem. A wirelessdeviceisahidden
station when its transmissions cannot be sensed by another wireless device in the same
network. Therefore, multiple devices could transmit at the same time. This problem can
occur with clients |ocated at opposite ends of an Access Point coverage area.

Figure 2-2 illustrates a hidden station example. Clients A and B are within range of the

Access Point. However, Client B cannot sense transmissionsfrom Client A, since Client A

is outside of Client B’s coverage area (shown in gray). Client B could transmit while Client
A is transmitting. Therefore, messages of both Client A and B collide when arriving
simultaneously at the Access Point. The collision results in a loss of messages for both
clients. Figure 2-2 also illustrates that Client C is not hidden from the other clients.
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Figure 2-2: Hidden Station Example

To avoid a hidden station problem, move the clients or Access Point if possible so that the

devices can sense each other’s transmissions. Otherwise, set Medium Reservation on the
clients with the problem to theidden Stations setting, which imposes an RTS/CTS
Threshold value of 500. You do not change the RTS Threshold on the Access Point.

Medium Reservation forces the client to send an RTS to the Access Point before
transmitting a packet that exceeds the threshold. The client waits until the Access Point
responds with a CTS message. However, Medium Reservation imposes additional network
overhead that could negatively affect the data throughput performance. You should only
use this setting when the density of clients and Access Points is low and you witness poor
network performance due to excessive frame collisions at the Access Points.

802.11 Power Management

Power management can extend the battery life of clients by allowing the client to sleep for
short periods of time while its messages are buffered by the Access Point.

You may need to balance wireless performance versus battery-life. Power management
imposes a more active use of the wireless medium, which might lead to more frequent
transmission delays experienced as slower network response times during file transfers.

With slower response times, the client may spend more time in operational mode resulting
in less effective power management. In such cases, disabling power management on the
client might result in better throughput performance.
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The RoamAbout PC Card 802.11 power management is separate from any power
management function on your computer.

RoamAbout Access Point

The RoamAbout Access Point automatically supports 802.11 power management. The
only parameter that can be set isthe Delivery Traffic Indication Message (DTIM) interval,
which sets the buffering time. The default value of 1 corresponds to 100 milliseconds of
sleep time. It is highly recommended that you do not change this value.

RoamAbout Client

Y ou can enable or disable power management on a RoamAbout client. With power
management enabl ed, the client goesinto sleep modeto minimize power consumption. The
wirelesstraffic isbuffered in the Access Point that the client usesto connect to the network.

At regular intervals (defined by the Maximum Sleep Duration field), the client checks for
network traffic addressed to the client. If thereisno traffic addressed to the client, the client
returns to sleep mode. If traffic is buffered at the Access Point, the client collects the
buffered messages prior to returning to sleep mode.

The following discusses how power management can impact data throughput of the
wireless network.

e Transaction processing applications show little or no difference in network
performance when using power management. Examples of thistype of application are
hand-held scanners or clients that use the wireless network only to send and receive
e-mail.

e You may experience longer network response times when you transfer large files
between the network and the client while power management is enabled. The size of
the files and the recurrence of file transfers are afactor. If modifying adocument over
the network, any auto save feature could cause frequent file transfers.

e TheAccessPoint could causelonger network responsetimesif anumber of clientsuse
the same Access Point for buffering messages whilein sleep mode.

There are two power management parameters on RoamAbout clients:

« Receive All Required Multicasts. Keep this enabled to receive multicast messages
from the wireless network. Missing these messages might result in losing the network
connection or other network problems.

Y ou can disabl e this option to achieve the best possible power savings. However, make
sure that the wireless LAN, the higher layer protocols of the network system, and the
application running on your device do NOT need multicast messages for proper
communication.
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An example of when you can disable this option is when your wireless deviceisa
hand-held scanning device communicating to a network via a single protocol system.

e Maximum Sleep Duration. Thisisthe listen interval in milliseconds that the client
appliesto verify if there istraffic on the network addressed to the client. Y ou should
not change the default value of 100 milliseconds, since this may interfere with the
operation of the network operating system.

However, avalue between 100 and 500 milliseconds may be considered when
operating awireless powered hand-held terminal connected to anetwork infrastructure
that can handle aless critical latency for optimal performance.

Security

The following lists the types of security in a RoamAbout wirel ess environment:

*  Network operating system security

*  RoamAbout Access Point Secure Access

e Wired Equivalent Privacy (WEP) Encryption

e Simple Network Management Protocol (SNMP) community hames
e Console port password

Network Operating System Security

To access networking dataor services, awirel ess client needsto run an appropriate network
operating system. Most network operating systems use standard security measures such as
login names and passwords.

When you follow the standard network security procedures and guidelines recommended
for your network operating system, an unauthorized user cannot access network data or
services without the appropriate user name and password.

For detailed information, consult the documentation that came with the network operating
system or refer to the reseller of your LAN software.

RoamAbout Access Point Secure Access

When Secure Accessis enabled, the Access Point denies access to wireless clients that do
not use the correct wirel ess network name. When Secure Accessiis disabled, the Access
Point allows access to clients that use ANY (all uppercase) as the wireless network name
or have a blank wireless network name.
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Wired Equivalent Privacy (WEP) Encryption

The WEP feature encrypts all datatransmitted within the wirel ess network. The encryption
uses the RC4 algorithm as defined in the |EEE 802.11 Wired Equivalent Privacy standard.

The RoamA bout devices can be configured with four encryption keys. Each key is placed
in aspecific position (Key 1, Key 2, Key 3, or Key 4). Y ou select one key to encrypt
transmitted data. To decipher the data, the receiving wirel ess device must have the key used
to encrypt the data in the same position as the sending device.

The receiving device can transmit data back to the sending device using a different key for
transmission, as long as the other device has the transmitting key in the same position. In
Figure 2-3, the Access Point uses Key 1 to encrypt transmitted data, which the client can

decipher. If the Access Point usesKey 3to encrypt transmitted data, it cannot be deciphered
by the client. The Bobss key is Key 3 on the Access Point but Key 4 on the client.

Figure 2-3: Using Encryption

Key 1 = Je3ff
Key 2 = Vicki
Key 3 = Bobss
Key 4 = [No Entry]

Key 1 = Je3ff
Key 2 = Vicki
Key 3 = Freds
Key 4 = Bobss

As shown in Figure 2-3, the Access Point uses Key 1 to encrypt transmitted data and the
client uses Key 2 to encrypt transmitted data. Both devices can communicate.

In awireless infrastructure network, you can:

«  Configure the Access Pointsto only accept encrypted data from clients. Only clients
that have the correct encryption keys can participate in this network.

«  Configure the Access Points to accept encrypted data from clients with encryption
enabled, and unencrypted data from clients without encryption enabled. This allows
clients who require security to use encryption without preventing other clients from
using the network.

InaLAN-to-LAN configuration, use encryption to have a secure wireless link.
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In an ad-hoc network, use encryption to prevent uninvited users from joining the network.

Broadcast and multicast messages are not encrypted.

POOOOO®®

NOTE

SNMP Community Names

The SNMP community name allows management tools using SNMP to display or modify
Access Point parameters remotely. The Access Point supports a read/write community
name and a read-only community name.

By default, the Access Point uses public as the default read/write community name. This
allows any management tool using SNMP to access the Access Point and change
parameters. By changing the read/write community name, users must enter the correct
community name to modify the Access Point parameters.

The read-only community name allows the management tools to view but not change the
Access Point parameters. Y ou can change the read-only name so that users must enter the
correct name before they can view the Access Point parameters.

Console Port
The RoamAbout console port has two security features:

* You can configure the console port to require a password before users can access the
Installation Menu.

* You can configure the console port to prevent any management system from using
SNMP to modify the encryption parameters.

Network Protocols

When you install aRoamAbout PC Card in acomputer using a Windows operating system,
you may need to install and configure a set of networking protocols. The type of protocols
needed depends on the network operating system used within your LAN environment. The
most common protocols are;

e |PX/SPX compatible protocols if your networking environment is using the Novell
NetWare network operating system.

* NeBEUI if you want to use file and print sharing supported by Microsoft Client for
Microsoft Networks.
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e TCP/IPif youwant to connect your computer to a network that uses IP addressing or
you would like to connect to the Internet.

These networking protocol s can operate simultaneously with other networking protocols.

When you install aRoamAbout PC Card in an Apple computer, you may need toinstall and
enable Apple's Open Transport or Apple Classic network protocols along with TCP/IP.

Wireless Traffic

In addition to data, wireless network traffic includes beacons and various types of
messages.

Beacons

A beacon is a message that is transmitted at regular intervals by the RoamAbout Access
Pointsto all wirelessclientsin thewirel essinfrastructure. Beacons are used to maintain and
optimize communications by helping mobile RoamAbout clients to automatically connect
to the Access Point that provides the best communications quality.

Beacons are transmitted at 2 Mbit/s when the transmit rate is set to auto rate, as described
inthe “Transmit Rate” section on page 2-3. If the transmit rate is fixed, the beacons are
transmitted at the fixed rate.

Message Types

When a device in the wireless network transmits data, it can take one of these forms:

e Broadcast - A data message transmitted by one device to all devices in the network.

e Multicast - A data message transmitted by one device to multiple devices in the
network. Unlike broadcast messages, multicast messages do not always include all
devices in the network.

By default, the Access Point is configured to limit multicast traffic to 100 Kb/sec.
Changing this parameter could cause multicast traffic to use more network bandwidth.
Should a broadcast storm occur when this parameter is disabled, the multicast traffic
could cause a serious degradation of network performance.

« Unicast - A data message transmitted by one device to another device.

Broadcast and multicast messages are transmitted at 2 Mbit/s when the transmit rate is set
to auto rate, as described in the “Transmit Rate” section on page 2-3. If the transmit rate is
fixed, the broadcast and multicast messages are transmitted at the fixed rate.
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Protocols and Filters
The RoamAbout Access Point has two types of filters:

e  Protocol filter
¢ MAC addressfilter

Use the protocol filter to NOT forward specific protocal traffic to the wirel ess network,
which can reduce unnecessary traffic and increase the network response time. However,
filtering the wrong protocols can negatively affect the operation of the network. When
solving network problems, you should clear all filters.

Use the MAC addressfilter to NOT forward traffic being sent to a specific device. The
device can be on either side of the Access Point (wired or wireless). All traffic destined for
the device with the specific MAC address is not forwarded by the Access Point.

These filters are only available using the Access Point Manager program or a Network
Management Station that uses SNMP.

Spanning Tree Protocol

The RoamAbout Access Point uses 802.1d Spanning Tree Protocol to prevent network
loops. A loop occurs when there are alternate routes between networks. A 1oop can cause
bridges to continually forward multicast traffic and degrade network performance.

Y ou can enable or disable the Spanning Tree when in Endpoint bridge mode on Access
Points with the VV5.01 or later firmware release. Spanning Tree is disabled when in
Workgroup bridge mode and enabled in Multipoint bridge mode.

In normal LAN-to-LAN operation, keep Spanning Tree ENABLED. Y ou should only
disable Spanning Tree when using an application in aconfiguration that requiresit, such as
using the SmartTrunk feature found on the Cabletron SmartSwitch product line for load
balancing.

Avoiding Bridge Loops in Point-to-Multipoint Configurations

It isimportant to avoid Point-to-Multipoint configurations that will cause bridge loops. A
bridge loop occurs when two parallel network paths are created between any two LANS,
causing packets to be continuously regenerated through both parallel paths. This situation
eventually rendersthe network unusable due to the excessive traffic that isbeing generated
by the loop. The Access Point spanning tree function corrects this type of problem by
shutting down the bridge and possibly shutting down a segment of the network.
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RoamAbout Access Point SNMP Management

The Access Point supports the Simple Network Management Protocol (SNMP) through
any standard Network Management Station (NM S) that supports SNMP. The SNMP
management capability enables you to manage standard SNMP MIB characteristics, such
as protocol filtering and address filtering.

The management systems use M 1B objects to manage the Access Point. The Access Point
supports the following MIB objects:

MIB Il (RFC-1213)

IETF Bridge MIB (RFC—-1493)
Ethernet MIB (RFC-1398)
DEC ELAN Vendor MIB

HUB PCOM MIB

RoamAbout Access Point MIB
RMON MIB (RFC-1757)
802.11 MIB

To perform SNMP management on the Access Point, you must assign it an IP address.
Also, the Network Management Station needs to have the Access Point read/write
community name. The default community nampuiblic.
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Chapter 3

Designing and Implementing
a Wireless Network

Thefirst step in designing awireless network is to determine which network configuration
best fits your needs. The wireless network configurations are discussed in Chapter 1.

Once you have chosen a configuration, this chapter lists the various site requirements
necessary for each type of network.
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Infrastructure Network

To plan awireless infrastructure network, determine the following:

» Coverage area - the areawhere the clients are located. If the clients are mobile, thisis
the area where the clients can connect to the network.

e Supported users - the number of clients that you expect to support.

»  Network utilization - how usersintend to use the network. Utilization includes
frequently transferring large files (heavy utilization) or only accessing e-mail (light
utilization).

These factors, described in the following sections, help you to determine the amount of

Access Points heeded. Afterwards, you need to examine the Access Point hardware

requirements and the wireless client system requirements.

When designing awireless network, consider the security issues for your environment.
Security can include keeping the Access Point in alocked closet, preventing unauthorized
users from joining the wireless network, and using data encryption to ensure that sensitive
datais kept private.

Determining the Coverage Area and Supported Users

Coverage areais determined by a number of factors, including physical obstructions and
noise levels as shown in Figure 3-1.

The following is an example of the coverage areain a semi-open environment, which is
defined as work space divided by shoulder-height, hollow wall elements. The distancesin
your environment may be different.

e 11 Mbit/s - 165 feet (50 meters)

e 5.5 Mbit/s- 230 feet (70 meters)

e 2 Mbit/s- 300 feet (90 meters)

e 1 Mbit/s- 375 feet (115 meters)

The faster the transmit speed, the shorter the coverage area at that speed. An Access Point
with an 11 Mbit/s PC Card can communicate with clients up to a distance of 375 feetin a
semi-open environment. However, only clients within the first 165 feet can communicate
at 11 Mbit/s. Clients between 165 and 230 feet communicate at 5.5 Mbit/s. Clients between

230 and 300 feet communicate at 2 Mbit/s; and clients between 300 to 375 feet
communicate at 1 Mbit/s.

Noise levelsin the radio frequencies can reduce the coverage area. Such noise can be
generated by microwave ovens and elevator motors.
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Figure 3-1: Coverage Area
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A RoamA bout Access Point can support up to 250 userswithinits coverage area. However,
this number can be significantly reduced by various factors, such as noise or obstructions
in the coverage area, and the network utilization by each client. If your desired coverage

areais larger or the number of usersis greater, you need to install multiple Access Points.

Be aware of potentia hidden station problems. If possible, arrange the coverage areato
minimize or prevent any two clients from being within range of the Access Point, but out
of range from each other.

Selecting the Location for a Single Access Point

The Access Point should be placed as close as possible to the center of the planned coverage
area. If itisnecessary to install the Access Point in an obstructed | ocation, use the optional
Range Extender antennato extend the coverage area of the Access Point. The Range
Extender antennashould also be used if, for security reasons, you need to install the Access
Point in a closed location, such as a closet. Before mounting the Access Point, review the
hardware requirements described in the installation documentation that came with the
RoamAbout Access Point.

For best placement, configure the Access Point and a client and use the procedure in the
“Optimizing RoamAbout Access Point Placement” section on page 6-6 before permanently
mounting the Access Point.
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Selecting the Locations for Multiple Access Points
Consider the following:

«  Each coverage area must overlap another coverage areato allow roaming for clients.

e Theamount of overlap depends on number of usersin a coverage area and utilization
of the network.

If you expect that one coverage area has more users or higher network utilization than
the other coverage areas, increase the overlap of the adjacent coverage areas by
moving the Access Points closer together (see Figure 3-2).

»  If possible, have the adjacent Access Pointswhose coverage areas overlap use different
channels that are at least five channels apart.

» Beaware of potential hidden station problems. If possible, arrange the coverage area
to minimize or prevent any two clientsfrom being within range of the Access Point but
out of range with each other.

For best placement, configure the Access Point and a client and use the procedurein the
“Optimizing RoamAbout Access Point Placement” section on page 6-6 before permanently
mounting the Access Point.

Before mounting the Access Point, review the hardware requirements described in the
installation documentation that came with the RoamAbout Access Point.

Figure 3-2: Overlapping Coverage Areas
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Using Multiple Wireless Infrastructure Networks

Instead of creating multiple cellsin asingle infrastructure network, you can have separate
infrastructure networks. The advantages include:

*  Preventing too many users from roaming to a particular coverage area by configuring
some users to use one network, and other users to a different network. Thisisaform
of load balancing.

«  Creating a secure network for security-sensitive users and a general, less secure
network for other users. For example, on a college campus you can create a wireless
network that uses encryption for use by the faculty, and awireless network that does
not use encryption for use by students.

The coverage areas of Access Pointsin different networks can overlap without interference

as long as they use different channels. If possible, have the Access Points use different

channels that are at least five channels apart.

Using an Outdoor Antenna

Y ou can extend the coverage area of awireless infrastructure network by connecting an
outdoor omni-directional (7 dBi) antennato the Access Point.

Typically, you only use the omni-directional antennain an indoor/outdoor environment,
such asin and around a warehouse. Also, the clients should be configured with the
RoamAbout Vehicle-Mount antennas. Refer to the RoamAbout Outdoor Antenna Site
Preparation and Installation Guide for the procedures to install a RoamAbout outdoor
antenna.
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LAN-to-LAN Network Configuration

There are two types of LAN-to-LAN configurations. The LAN-to-LAN Endpoint Bridge
mode is used in a Point-to-Point configuration to connect two separate wired LANS. The
LAN-to-LAN Multipoint Bridge mode is used in a Point-to-Multipoint configuration to
connect multiple wired LANSs. Typically, the LANsare in different buildings and the
configuration requires the RoamAbout outdoor antennakit.

Consider the following:

e Type of antenna. Use two directional antennasin a Point-to-Point link. Use one
omni-directional antenna and up to six directional antennas in a Point-to-M ultipoint
configuration.

e Outdoor antennainstallation. Y ou should use a professional antennainstallation
company to install the outdoor antennas.

e Grounding system. The Access Point and the outdoor antenna must use the same
grounding system.

«  Connecting of the outdoor antenna to the Access Point, and connecting the Access
Point to the wired LAN.

Refer to the RoamAbout Outdoor Antenna Ste Preparation and Installation Guide for the
detailed procedures to determine distances and install an outdoor configuration.

If you are not using an antenna, the Access Points should be within each other’s coverage
area. The speed you wish to use for your wireless link is one factor that determines the
distance between the Access Points. Other factors include physical obstructions and noise
levels. The following is an example of the coverage area in a semi-open environment,
which is defined as work space divided by shoulder-height, hollow wall elements. The
distances in your environment may be different.

— 11 Mbit/s - 165 feet (50 meters)

— 5.5 Mbit/s - 230 feet (70 meters)

— 2 Mbit/s - 300 feet (90 meters)

— 1 Mbit/s - 375 feet (115 meters)

Before mounting the Access Point, review the hardware requirements described in the
installation documentation that came with the RoamAbout Access Point.
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Ad-Hoc Network

Theonly requirement for an ad-hoc network isthe ability to communicate with one or more
other wireless users. To do this:

All PC Cards must use the same channel. Y ou cannot change the default channel of the
RoamAbout PC Card. The default channel islisted in Table A-3 on page A-5.

Determine the size of the coverage area. The speed of the RoamAbout PC Card is one
factor that determines the client coverage area. Other factors include physical
obstructions and noise levels. The following is an example of the coverage areain a
semi-open environment, which is defined as work space divided by shoulder-height,
hollow wall elements. The distances in your environment may be different.

— 11 Mbit/s - 165 feet (50 meters)
— 5.5 Mbit/s - 230 feet (70 meters)
— 2 Mbit/s - 300 feet (90 meters)

— 1 Mbit/s - 375 feet (115 meters)

The faster the transmit speed, the shorter the coverage area at that speed. A client with
an 11 Mbit/s PC Card can communicate with other clients up to a distance of 375 feet
in a semi-open environment. However, only clients within the first 165 feet can
communicate at 11 Mbit/s. Clients between 165 and 230 feet communicate at 5.5
Mbit/s. Clients between 230 and 300 feet communicate at 2 Mbit/s; and clients
between 300 to 375 feet communicate at 1 Mbit/s.

If using a card other than the RoamAbout PC Card in wireless clients, refer to that
card’s documentation for information about allowable distances.

Make sure that the computer meets the RoamAbout PC Card requirements as described
in the “System Requirements for Wireless Clients” section on page 3-8.
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System Requirements for Wireless Clients

The RoamAbout PC Card has drivers for the following operating systems:

e WindowsNT V3.51 and later, Windows 95, and Windows 98 (same driver)

«  MS-DOS and Windows 3.1 (refer to the RoamAbout 802.11 PC Card MS-DOS and
Windows 3.1 Installation Guide)

e Apple Macintosh

The Windows 2000 operating system contains the RoamAbout driver; however, this
version of the driver does not support encryption. For the latest version of the RoamAbout
drivers, see the RoamAbout web site at:

www.cabletron.com/wireless
Y ou can have clients with various operating systems in the same wireless network.

Y ou may need to install the appropriate networking protocols when installing the
RoamAbout PC Card in the computer. The most common protocols include TCP/IP and
NetBEUI.

If the computer does not have a PC Card slot but has an available ISA bus dot, you need to
install the optional 1SA adapter kit.
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Wireless Network Hardware Installation Overview

Once you have designed the wireless network and determined where to place the wireless
devices, install and configure the hardware as described in the following sections.

Wireless Infrastructure Network

Thefollowing is an overview of the stepsto install the wireless devicesin awireless
infrastructure network.

1.

6.

Install the RoamAbout Access Point in the location you have chosen. Refer to the
RoamAbout Access Point documentation to install the Access Point hardware.

Install atool to configure the Access Point as described in Chapter 4.

Configure the Access Points using the proceduresin Chapter 5. Y ou should configure
the Access Points before configuring clients. A number of client settings depend on the
Access Point settings.

Create wireless clients by installing the RoamAbout PC Card into the appropriate
computers. Refer to the RoamAbout PC Card documentation.

If installing the RoamAbout Client Utility (recommended), follow the installation
procedure in the “RoamAbout Client Utility” section on page 4-6.

Configure the wireless clients using the procedures in Chapter 5.

LAN-to-LAN Configuration

The following is an overview of the steps to install the Access Points in a LAN-to-LAN

configuration.

1. If using an outdoor antenna, follow the instructions inRbamAbout Outdoor
Antenna Site Preparation and Installation Guide.

2. Install the RoamAbout Access Points in the locations you have chosen. Refer to the
RoamAbout Access Point documentation to install the Access Point hardware.

3. Choose and install a tool to configure the Access Point as described in Chapter 4.

4. Configure the Access Points using the procedure in the “Configuring Access Points in

a Point-to-Point Network” section on page 5-9 or “Configuring the Access Point for
Point-to-Multipoint” section on page 5-13.
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Ad-Hoc Network

Thefollowing is an overview of the stepsto install the wireless clientsin an ad-hoc
network.

1. Createwireless clients by installing the RoamAbout PC Card into the appropriate
computers. Refer to the RoamAbout PC Card documentation.

2. If installing the RoamAbout Client Utility (recommended), follow the installation
procedure in the “RoamAbout Client Utility” section on page 4-6.

3. Configure the wireless clients, as described in the “Configuring Clients for an Ad-Hoc
Network” section on page 5-18.
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Chapter 4

Installing the Wireless Network Tools

Y ou can configure the Access Point using one or more of these tools:
e RoamAbout Access Point Manager

e RoamAbout Access Point console port

*  Network Management Station (NMS)

To configure the Access Point for the first time, you need to use the RoamAbout Access
Point Manager or the consol e port.
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RoamAbout Access Point Manager

The RoamAbout Access Point (AP) Manager isaconfiguration tool for new Access Points
and a management tool to assist the ongoing management and support of RoamAbout
wireless networks. The AP Manager can manage multiple Access Points simultaneously.

The AP Manager has the following features:

«  Ability to manage multiple Access Points remotely, including changing parameters on
multiple Access Points in awireless network with a single command.

« Ability to group Access Points. For example, you can group together all the Access
Points in one wireless network and have a second group for Access Points in another
wireless network.

e Ability to view Access Point parameters such as statistics, firmware version number,
MAC addresses, amount of memory, and card type.

* Integrity checking for many wireless parameter changes. Thiswarnsthe you if a
common wireless network management mistakeisabout to be made, or if the operation
reguested is unusual and usually not recommended.

« Integrity checking of an existing wireless network configuration for consistent settings
and common management errors.

e Improved wireless network performance through packet filtering and recommended
filter settings.

* Integrated with aBootP/TFTP application for simple Access Point firmware upgrades,
also called flash upgrades.

e Support for 802.11 radio technology as well asthe earlier versions of the RoamAbout
Direct Sequence (DS) and Frequency Hopping (FH) products.
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Installing the AP Manager

The AP Manager supportsthe Windows 95, Windows 98, and WindowsNT (V4.0 or later).

The AP Manager can manage Access Points from a wireless computer. However, the AP
Manager needs to be on a computer connected to the samewired LAN as the Access Point
to assign an | P address or upgrade the Access Point firmware.

The AP Manager isincluded on diskettesin the RoamAbout Access Point kit. To install the
AP Manager, insert the diskette into the diskette drive and start the setup program (typically
located at a:\setup). Follow the on-line instructions.

After theinstallation, you can open the AP Manager main window (Figure 4-1) by clicking
the Start button on the Windows desktop and selecting
Programs — RoamAbout - RoamAbout Access Point Manager .

Figure 4-1: RoamAbout Access Point Manager Main Window
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Using the AP Manager

Y ou can manage Access Pointsindividually or asasingle group. Y ou can group Access
Points based on any criteria, such as:

«  All Access Points belonging to the same network arein one group. For example, have
one group for the Accounting network and one group for the Engineering network.

e Toavoid confusion, you should have different groups for Access Pointsin an
infrastructure network and Access Pointsin aLAN-to-LAN configuration. Access
Points in these configurations are managed differently.

« Ifyouhaveearlier rel eases of the RoamAbout Access Point, you can group non-802.11
compliant Access Points together, separate from the 802.11 Access Points.

The AP Manager saves each group in aconfiguration file (*.CFG). When you open a
configuration file, the Access Pointsin the group are displayed in the Managed List field
on the main window (see Figure 4-1). Y ou can add or remove Access Points from the
configurationfile. Click the Help button for adescription of the AP Manager main window.
Chapter 5 contains the procedures to configure Access Points using the AP Manager.

Each time you open the AP Manager, the RoamAbout Access Point Managed List field
is blank. Y ou need to open afile by clicking File in the menu bar, selecting Open, and
choosing a configuration file. All the Access Points in that group are displayed in the
Managed List field.

To display the settings that the Access Point is currently using, select the Access Point in
the Managed List field and click the various buttons, such as Wir eless Parameters,
Operating Modes, | P Network Parameters, and Har dwar e. Click the Help button in
each dialog box for a description of the dialog box.

To check the Signal-to-Noise Ratio (SNR) between the Access Point and another devicein
the same wireless network, select I ntegrity in the menu bar and select Link Test.
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Other SNMP Management Tools

The Access Point supports the Simple Network Management Protocol (SNMP) through
any standard Network Management Station that supports SNM P. The SNM P management
capability enables you to manage standard SNMP MIB characteristics, such as protocol
filtering and address filtering.

To manage the Access Point with a Network Management Station (NMS) you must first
use the console port or AP Manager to configure the Access Point with avalid | P address.

The following Access Point settings are only accessible from an NMS:
¢ RMON parameters

e Multicast rate limiting value (AP Manager and console port only enable or disable the
100 Kb/sec value)

e Agingtimer
RoamAbout Access Point Console Port

Y ou can manage the Access Point by connecting aterminal or personal computer running
terminal emulation software to the console port. Signals from the console port conform to
the EIA-232D signaling standard at 9600 baud only. The port appears as a data terminal
equipment (DTE) device. Y ou do not need to use the console port if you use the AP
Manager to manage the Access Point.

Refer to the RoamAbout Access Point installation document for the procedure to connect
adevice to the Access Point consol e port.
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RoamAbout Client Utility

The RoamAbout Client Utility isadiagnostic tool for RoamAbout wireless networks. The
RoamAbout Client Utility is provided with the RoamAbout client software kit which also
contains the RoamAbout driver.

Y ou use the client utility to:

e Check the quality of wireless communications between the RoamAbout client and the
associated Access Point (or another client in an ad-hoc network).

e Check the communications quality between the client and all other Access Points
(within radio range) in the wireless infrastructure network. This test allows you to
optimize placement of the RoamAbout client and Access Points.

» Display information about the configuration settings of the RoamAbout client and the
Access Point.

e Perform adiagnostic test on the RoamAbout PC Card.
e Check the version numbers of the RoamAbout componentsinstalled in the client.
e Storetestresultsinlog files.

Y ou cannot use the client utility to change any of the RoamAbout parameters on the client.

Installing the Client Utility

The RoamAbout Client Utility is only available for the Windows 95, Windows 98, and
Windows NT (version 4.0 or higher) operating systems. The client utility is on the same
diskette as the RoamAbout driver, in the Utils folder. The client utility shipped with the
RoamAbout driver might not fully work for previous generation RoamAbout drivers. Y ou
should always use the client utility that was shipped with the RoamAbout driver. After
installing the RoamAbout driver, install the RoamAbout Client Utility as follows:

1. Insert the RoamAbout diskette for Windows 95 and NT into the diskette drive.
2. From the Windows Taskbar, click Start then select Run.
3. Typethe path to the installation program. For example:

a:\utils\setup.exe
4. Click OK.

5. Follow the on-line instructions.
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Using the RoamAbout Client Utility

To start the RoamAbout Client Utility, click Start, then select
Programs - RoamAbout - RoamAbout Client Utility.

The RoamAbout Client Utility window (Figure 4-2) displays the following information:
« If connected to an infrastructure network, the name of the network.

» Thequality of the communications with the selected network asindicated by a Green
(Good), Yellow (Adequate) or Red (Poor) indicator.

e Error messageif the PC Card is not functioning properly.

Should you minimize this window, there is anicon (in the shape of a dish antenna) in the
Taskbar that al so indicates whether the connection is Good (Green), Adequate (Y ellow), or
Poor (Red).

Click the M or e button in the RoamAbout Client Utility window to display the
Status/Functions window. Thiswindow displays the general performance of your wireless
connection and provides access to the other features of the client utility.

For detailed information about each client utility window, consult the RoamAbout Client
Utility on-line help by clicking the Help button in each window or pressing the <F1> key.

Figure 4-2: RoamAbout Client Utility Window
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Connected to Infrastructure Metwork © product support
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eececece, |f the wireless network uses encryption and the client does not, the initial
NOTE | client utility window could show avalid network connection. However, the
client might not be able to exchange data with the network.
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Status/Functions

The RoamAbout Client Utility Status/Functionswindow (Figure 4-3) displaysinformation
about the network connection and communications quality. If the client isunableto connect
to anetwork, the Statusand I mpact fields provideinformation that can help you determine
the cause.

Figure 4-3: RoamAbout Client Utility Status/Functions Window
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Optionally, you can:

*  Click the Advice button for additional status information and to troubleshoot
unexpected results.

e Click the Diagnose Car d button to test the PC Card and to check the versions of
hardware, firmware, and software. Use this button when the Status/Functions window
indicates that the PC Card is not functioning properly.

e ClicktheLink Test button to test a specific wireless link.

«  Click the Options button to access the enhanced mode setting, which allows you to
display or hide advanced diagnostic tools. This button also allows you display the
Status/Functions window immediately when you start the client utility.

e Click the Site Monitor button to perform a site survey or optimize placement of the
Access Points. This button is displayed only when you use the Options button to
enable enhanced mode.
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Diagnose Card
The card diagnostics enables you to:

e Test the RoamAbout PC Card.
e Display aset of communication statistics.

«  Display the configuration settings of the PC Card. The configuration settings can only
be displayed when the client utility isin enhanced mode, which you can enable by
clicking the Options button in the Status/Functions window.

Run the card test only in situations where the Status/Functions window reports a card
failure or when you suspect a configuration mismatch. When contacting RoamA bout
technical support, the card test results may help the support representative determine the
cause of amalfunctioning device.

Running the card test may temporarily disrupt the client from communicating with the
network. In exceptional cases, you may lose the network connection.

Link Test

Use the RoamAbout Client Utility Link Test window (Figure 4-4) to investigate the
specific link between the RoamAbout client and its test partner. If connected to a
infrastructure network, the test partner is the associated Access Point. If configured for an
ad-hoc network, you can select another client in the network to be the test partner.

To monitor the communications quality of the client connection to the network, Link Test
actively exchanges test messages with the test partner.

When you run the Link Test while roaming through a network environment with multiple
Access Paints, the link test partner (Access Point) changes as you move from cell to cell.
The link test mode enables you to investigate:

»  Thecommunications quality of the radio connection, which isthe primary indicator of
wireless performance.

«  The datathroughput efficiency of the radio connection, which is the secondary
indicator of wireless performance.
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Figure 4-4: RoamAbout Client Utility Link Test
RoamAbout Client Utility - Link Test

M loesMotebook BT

Link Test also allows you to save measurement datato alog file. The logging function is
only available when the client utility isin enhanced mode, which you can enable by
clicking the Options button in the Status/Functions window.
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Site Monitor

Y ou can use the RoamAbout Client Utility Site Monitor window (Figure 4-5) to monitor
the radio communications quality with multiple RoamAbout Access Points simultaneously.
The Site Monitor function is only available when the client utility isin enhanced mode,
which you can enable by clicking the Options button in the Status/Functions window.

The Site Monitor window only displays the Access Points within range of theclient. If the
Site Monitor window does not display all the Access Points that you expect, the unlisted
Access Point might be out of range of your client or using another wireless network name.

The Site Monitor window offers aset of pull-down menus that enable you to display and
organize diagnostic information according to your preferences. The Site Monitor function
also allows you to save measurement datato alog file.

Figure 4-5: RoamAbout Client Utility Site Monitor Window
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Chapter 5

Configuring the Wireless Network

This chapter provides the procedures to configure the wirel ess device parameters. Before

performing these procedures, you need to install the wireless network tools as described in
Chapter 4.

If you are configuring awireless infrastructure network, configure the Access Pointsfirst.
Many of the wireless client parameters are based on the Access Point settings.

For infrastructure and ad-hoc networks, document the common settingsfor any clientsthat
join the network at afuture date.
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Configuring Access Points in an Infrastructure Network

After installing the Access Point, you can configureit using the AP Manager or the console
port as described in the following sections. When configuring anew Access Point, havethe
following information available;

*  The Access Point wired MAC address, which is printed on the front of the Access
Point. The MAC address for the RoamAbout Access Point 2000 is underneath the
plastic cover.

e Avadlid, unused IP address. Depending on your network configuration, you may also
need to provide the subnet mask and default gateway. The Access Point does not
automatically obtain an IP address from a DHCP server.

Y ou also need the Access Point SNMP read/write community name. By default, the
community nameis public. If you do not enter the correct community name, you cannot
maodify the Access Point or add it to the AP Manager group.

If adding Access Points to an existing wireless network, write down the network parameter
settings before you begin configuring the Access Points. Parameters include the wireless
network name, AP Density, and Secure Access.

Using the AP Manager

If you are currently managing Access Points with the AP Manager, you need to determine
if the new Access Point belongs to an existing group. For anewly installed and
unconfigured Access Point, do the following:

1. Start the AP Manager by clicking the Start button on the Windows desktop and
selecting Programs - RoamAbout - RoamAbout Access Point Manager .

2. ToaddtheAccessPoint toan existing group of AccessPoints, select File— Open from
the menu bar and open the group. Otherwise, select File— New to start a new group.

3. Inthe AP Manager main window, click the Setup/Add New Access Point button. You
are asked if you want to load an | P address.

If the Access Point has an | P address, you must know the address to manage the Access
Point from the AP Manager. The AP Manager cannot overwrite an existing | P address.

4. If the Access Point hasan IP address, click No. Then enter the existing | P address and
the Access Point SNM P read/write community name, which is by default public.
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10.

11.
12.

If the Access Point does not have an I P address, click Y es and enter the following:

— Access Point's wired MAC address.

— New, valid IP network address.

— Access Point's SNMP read/write community name, which is by degfablic.
— Optionally, a subnet mask and default gateway.

Press thédelp button for details about each field. Cliei when completed. You
may need to wait a few minutes for the IP address to load. Afterwards, the AP Manager
automatically displays the Identification and Wireless Parameter dialog boxes.

In the Identification dialog box, set the following parameters. Pressdipbutton in
the dialog box for details about each field. Ck@K when done.

— System Name. Enter a unique name for each Access Point. This is not the same
as the station name for the Access Point.

— Location. Enter unique descriptive text for each Access Point that specifies the
physical location of the Access Point.

— Contact. Enter the name of the individual responsible for the Access Point.

In the Wireless Parameters dialog box, enter a wireless network name for the network.
This name must be entered in all Access Points in the same infrastructure network. To
prevent unauthorized access, you should replace the default wireless network name.

The wireless network name can be any alphanumeric string (uppercase and lowercase)
with a maximum of 32 characters. Spaces are allowed. The name is case sensitive. An
example of a wireless network name is:

My RoamAbout NETWORK 2

Enter a channel. If there are Access Points whose coverage areas overlap, set adjacent
Access Points to different channels that are at least five channels apart if possible.

The client automatically uses the same channel as the Access Point when it joins the
wireless network.

Enter a station name. The station name is displayed when clients run the RoamAbout
Client Utility. Select a name that helps identify the location of the Access Point. Each
Access Point should have a unigue station name.

Go to Step 19 to accept the default settings of the other wireless parameters. The
default settings are usually appropriate for an infrastructure network. If you need to
customize the Access Point configuration, continue with this procedure.

Click theAdvanced button in the Wireless Parameters window.

SetBridge Mode to Workgroup. This configures the Access Point to communicate
with wireless clients.
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13. Enable Secure Accessif you want to prevent clients without the correct wireless
network name from connecting to this Access Point. See the “Configuring Security”
section on page 5-26 for more information.

14. Set the AP Density setting based on the following:

— Low (default). The Low setting provides maximum coverage using a minimum
number of Access Points. This option is typically used for single-cell networks,
but also provides an efficient and cost effective solution for networks that include
multiple wireless clients.

— Medium. The Medium setting can be used for environments where Access Point
stations experience slow response times even when the radio communication is
excellent.

— High. The High setting should only be used when you are designing a wireless
infrastructure that includes a high concentration of Access Point devices.

15. The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

16. The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

17. In nearly all environments, you should not change the default DTIM of 1. For more
information, see the “Configuring Power Management” section on page 5-25.

18. To use data encryption, use the procedure in the “Setting Encryption” section on page
5-27.

19. To implement your changes, sel&uset from the main window, then seldgeset
with Current Settings. Allow approximately one minute for the Access Point to reset
and complete its self-test.

20. Repeat this procedure to add additional Access Points. If separating the Access Points
by groups, only add the Access Points that you want to group together.

If you are creating a new group, cliEle— Save As from the menu bar. Choose a
meaningful name and save the file. The file is saved with the .CFG file extension. To
create another group, cli¢kle—» New and repeat this procedure.

21. To configure the RoamAbout clients, write down the following Access Point settings:
— Wireless network name, especially if Secure Access is enabled.

— AP Density setting.
— Data encryption keys, if used.
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Using the Console Port

After installing the Access Point and setting up a console port device, you can configure
the Access Point as follows:

1. Repeatedly pressthe <Return> key at theterminal that is connected to the consol e port
until the RoamAbout Access Point Installation Menu appears. If using a computer,
start the terminal emulation program and connect to the console port.

2. Toallowthe AP Manager or other management tools using SNM P to remotely manage
the Access Point, perform the following:

a) Choose Set | P Addressfrom the Installation Menu.
b) Enter the IP address, subnet mask, and default gateway.

3. Choose M odule-Specific Options from the Installation Menu, then choose Set
Wireless Configuration.

4. Choose awireless network name for the network. This name must be entered in all
Access Pointsin the sameinfrastructure network. To prevent unauthorized access, you
should replace the default wireless network name.

The wireless network name can be any al phanumeric string (uppercase and lowercase)
with amaximum of 32 characters. Spaces are allowed. The nameis case sensitive. An
example of awireless network nameis:

My RoamAbout NETWORK 2

5. Enter achannel. If there are other Access Points whose coverage areas overlap, set
adjacent Access Points to different channels that are at least five channels apart if
possible.

The client automatically uses the same channel as the Access Point when it joins the
wireless network.

6. Enter astation name. This nameis displayed when clients run the RoamAbout Client
Utility. Select anamethat helpsidentify thelocation of the Access Point. Each Access
Point should have a unique station name.

7. Goto Step 17 to accept the default settings of the other parameters. The default settings
are usually appropriate for an infrastructure network. If you need to customize the
Access Point configuration, continue with this procedure.

8. Enable Secure Accessif you want to prevent clients without the correct wireless
network name from connecting to this Access Point. See the “Configuring Security”
section on page 5-26 for more information.
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9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Set the AP Density setting based on the following:

— Low (default). The Low setting provides maximum coverage using a minimum
number of Access Points. This option is typically used for single-cell networks,
but also provides an efficient and cost effective solution for networks that include
multiple wireless clients.

— Medium. The Medium setting can be used for environments where Access Point
stations experience slow response times even when the radio communication is
excellent.

— High. The High setting should only be used when you are designing a wireless
infrastructure that includes a high concentration of Access Point devices.

The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

In nearly all environments, you should not change the default DTIM of 1. For more
information, see the “Configuring Power Management” section on page 5-25.

SelectBridge M ode Options in the Module-Specific Options menu. SelSet
Bridge M ode thenWorkgroup.

To use encryption, use the procedure in the “Setting Encryption” section on page 5-27.

The Data Encryption menu also allows you to en8bleExclude SNM P, which
prevents any management tool using SNMP, including the AP Manager, from
changing the encryption parameters.

To disable the 100 Kb/sec limitation on multicast traffic, sekeble/Disable
Default RateLimiting in the Module-Specific Options menu. By default, this feature
is enabled to prevent too much multicast traffic from affecting network performance.

To prevent other users from using the console port to view or modify settings, enable
Enable/Disable Console Password from the Installation Menu. Then chodSat

SNM P Read/Write Community from the Installation Menu and enter a new
community name (4 to 31 printable ASCII characters). Users must enter the
community name to access the menu.

To implement your changes, reset the Access Point by sel&dssgwith Current
Settings from the Installation Menu. Allow approximately one minute for the Access
Point to reset and complete its self-test.

To configure the RoamAbout clients, write down the following Access Point settings:
— Wireless network name, especially if Secure Access is enabled.

— AP Density setting.

— Data encryption keys, if used.
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Configuring Clients in an Infrastructure Network

Have the Access Point settings available as you configure the RoamAbout clients.
1. At aWindows system, perform the following:
a) From the Windows desktop, click Start then select Settings— Control Panel.

Then double click the Network icon.

b) For Windows 95 or 98, the Network dialog box is displayed. Click on
RoamAbout 802.11 DSto highlight it, then click the Properties button.

¢) For Windows NT, click the Adapterstab. In the Network Adaptersfield, click
on RoamAbout 802.11 DSto highlight it, then click the Properties button.

d) Select the Basic tab.

2. Atan Apple PowerBook system, open the Apple menu, select Control Panels then
select RoamAbout Setup.

3. Enter the wireless network name that was entered in the Access Point. The nameis
case sensitive.

If the Secure Access setting on the Access Point is disabled, you can leave thewireless
network name field blank or enter ANY (all uppercase).

4. Optionally, enter astation name, which can be any name you choose for your computer
(maximum of 32 characters). The station nameisdisplayed at the Access Point and on
other clients when they run the RoamAbout Client Utility. Y ou should select aname
that helps to identify the client.

For WindowsNT clients, the computer nameisautomatically used asthe station name.

5. If the advanced settings on the Access Point are set to the default values, you can use
the default valuesfor the client. Y ou do not need to perform the rest of this procedure.
Instead, close the Properties window and restart the computer when prompted.

6. If you changed the default values on the Access Point, select the Advanced tab.

7. Only enter aMAC Addressif your network uses alocal MAC addressing scheme.
Most networks do not. See the “Using a Local MAC Addressing Scheme” section on
page 5-33 for more information.

8. Set theAP Density setting to match the Access Point AP Density setting. Using
non-matching values may seriously affect the wireless performance of the client.

9. To modify the Transmit Rate and Fixed settings, see the “Configuring the Transmit
Rate” section on page 5-23. The default settings work well in most environments.
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10. Leave Medium Reservation disabled (no check mark) unlessyou have ahidden station
problem as described in the “Configuring the RTS/CTS Protocol” section on page
5-24.

11. To change the default power management parameters, cliBkee M anagement
tab. For information on modifying the power management settings, see the
“Configuring Power Management” section on page 5-25.

12. If the Access Point is using encryption, click Hrcryption tab. By default,
encryption is disabled. To enable encryption:

a) Place a check mark in ttignable Encryption check box.

b) Find out the keys used by the Access Points in the wireless network. In addition,
you need to know the position (1, 2, 3, or 4) for each key. The RoamAbout devices
can support up to four keys.

c) Enter the keys in thEncryption Key fields. Make sure that the key you enter in
position 1 is the same as the key in position 1 in the Access Point. Also, any keys
entered in positions 2, 3, and 4 must match the keys in those same positions in the
Access Point. However, you do not need to enter all the keys used by the Access
Point.

If you leave then return to the Encryption window, the characters in each Key field
are replaced by asterisks (*) that fill the field.

d) IntheEncrypt Data Transmissionsusing field, select which key you want the
client to use when transmitting data.

Refer to the “Setting Encryption” section on page 5-27 for additional information.

13. Click OK to close the Properties window, and restart the computer when prompted.
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Configuring Access Points in a Point-to-Point Network

Y ou can configure two Access Points to communicate with each other in aLAN-to-LAN,
Point-to-Point configuration using the AP Manager or the console port as described in the
following sections. When configuring anew Access Point, have the following information
available:

The Access Point wired MAC address, which is printed on the front of the Access
Point. The MAC address for the RoamAbout Access Point 2000 is underneath the
plastic cover.

A valid, unused IP address. Depending on your network configuration, you may also
need to provide the subnet mask and default gateway. The Access Point does not
automatically obtain an IP address from a DHCP server.

Y ou need the A ccess Point SNM P read/write community name. By default, the community
nameis public. If you do not enter the correct community name, you cannot modify the
Access Point or add it to the AP Manager group.

Y ou al'so need thewirelessMAC address of both Access Points. ThewirelessMAC address
isNOT the same asthe wired MA C address printed on the Access Point |abel. Perform one
of the following to see the wireless MAC address:

If both Access Points are currently managed by the AP Manager, select each Access
Point from the Managed List field and click the Har dwar e button.

Using the Access Point console port at each Access Point, choose Show Current
Settings from the RoamAbout Access Point Installation Menu.

Check the back of the PC Card used in the Access Points. The MAC address of the PC
Card is the Access Point’s wireless MAC address.

The following Access Point parameters are not used in this configuration:

Wireless Network Name

Secure Access

AP Density

Power Management (DTIM Period)
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Using the AP Manager

Start at Step 1 if the Access Point is not managed by the AP Manager. If the Access Point
is currently managed by the AP Manager, select the Access Point in the Managed List
field, click the Wireless Par ameter s button, and go to Step 9.

1.

Start the AP Manager by clicking the Start button on the Windows desktop and
selecting Programs - RoamAbout - RoamAbout Access Point Manager .

To add the Access Point to an existing group of AccessPoints, select File» Open from
the menu bar and open the group. Otherwise, select File— New to start a new group.

Inthe AP Manager main window, click the Setup/Add New Access Point button. You
are asked if you want to load an | P address.

If the Access Point has an | P address, you must know the address to manage the Access
Point from the AP Manager. The AP Manager cannot overwrite an existing | P address.

If the Access Point hasan | P address, click No. Then enter the existing I P address and
the Access Point SNM P read/write community name, which is by default public.

If the Access Point does not have an | P address, click Y esand enter the following:

— Access Point's wired MAC address.

— New, valid IP network address.

— Access Point's SNMP read/write community name, which is by dgjablic.
— Optionally, a subnet mask and default gateway.

Press thédelp button for details about each field. Clickk when completed. You
may need to wait a few minutes for the IP address to load. Afterwards, the AP Manager
automatically displays the Identification and Wireless Parameter dialog boxes.

In the Identification dialog box, set the following parameters. Pressdipebutton in
the dialog box for details about each field. Ck@K when done.

— System Name. Enter a unique name for each Access Point. This is not the same
as the station name for the Access Point.

— Location. Enter unique descriptive text for each Access Point that specifies the
physical location of the Access Point.

— Contact. Enter the name of the individual responsible for the Access Point.

In the Wireless Parameters dialog box, enter a station name that helps identify the
location of the Access Point. Each Access Point should have a unique station name.

Enter a channel. Both Access Points must use the same channel.

Click theAdvanced button in the Wireless Parameters window.
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10.

11.

12.

13.

14.

15.

16.

Set the Bridge M odeto L AN-to-L AN Endpoint. This configuresthe Access Point to
communicate with only one Access Point.

In the Wireless Parameters dialog box, enter the wireless MAC address of the remote
Access Point.

The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

To use data encryption, use the procedure in the “Setting Encryption” section on page
5-27.

To implement your changes, sel&sset from the main window, then seleReset
with Current Settings. Allow approximately one minute for the Access Point to reset
and complete its self-test.

Repeat this procedure at the other Access Point.
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Using the Console Port
To configure Access Points for a Point-to-Point configuration, do the following:

1.

10.

11.

12.

Repeatedly pressthe <Return> key at theterminal that is connected to the consol e port
until the RoamAbout Access Point Installation Menu appears. If using a computer,
start the terminal emulation program and connect to the console port.

Toallow the APManager or other management tools using SNM P to remotely manage
the Access Point, perform the following:

a) Choose Set | P Addressfrom the Installation Menu.
b) Enter the IP address, subnet mask, and default gateway.

Choose M odule-Specific Options from the Installation Menu, then choose Set
Wireless Configuration.

Enter a channel. Both Access Points must use the same channel.

Enter a station name that helps identify the location of the Access Point. Each Access
Point should have a unique station name.

The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

SelectBridge Mode Options in the Module-Specific Options menu. SelBet

Bridge Mode thenL AN-to-L AN Endpoint. Select the first prompt for the remote
wireless MAC address and enter the wireless MAC address of the remote Access
Point.

To use encryption, use the procedure in the “Setting Encryption” section on page 5-27.

To prevent other users from using the console port to view or modify settings, enable
Enable/Disable Console Password from the Installation Menu. Then chod3et

SNM P Read/Write Community from the Installation Menu and enter a new
community name (4 to 31 printable ASCII characters). Users must enter the
community name to access the menu.

To implement your changes, reset the Access Point by sel&ssegwith Current
Settings from the Installation Menu. Allow approximately one minute for the Access
Point to reset and complete its self-test.

Perform this procedure on the other Access Point.
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Configuring the Access Point for Point-to-Multipoint

Y ou can configure up to seven Access Pointsin a LAN-to-LAN, Point-to-Multipoint
configuration using the AP Manager or the console port as described in the following
sections. When configuring a new Access Paoint, have the following information available:

The Access Point wired MAC address, which is printed on the front of the Access
Point. The MAC address for the RoamAbout Access Point 2000 is underneath the
plastic cover.

A valid, unused IP address. Depending on your network configuration, you may also
need to provide the subnet mask and default gateway. The Access Point does not
automatically obtain an IP address from a DHCP server.

Y ou need the A ccess Point SNM P read/write community name. By default, the community
nameis public. If you do not enter the correct community name, you cannot modify the
Access Point or add it to the AP Manager group.

Y ou al'so need thewirelessMAC address of both Access Points. ThewirelessMAC address
isNOT the same asthe wired MAC address printed on the Access Point l1abel. Perform one
of the following to see the wireless MAC address:

If the Access Points are currently managed by the AP Manager, select the each Access
Point from the Managed List field and click the Har dwar e button.

Using the Access Point console port at each Access Point, choose Show Current
Settings from the RoamAbout Access Point Installation Menu.

Check the back of the PC Card used in the Access Points. The MAC address of the PC
Card is the Access Point’s wireless MAC address.

The following Access Point parameters are not used in this configuration:

Wireless Network Name

Secure Access

AP Density

Power Management (DTIM Period)
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Using the AP Manager

Start at Step 1 if the Access Point is not managed by the AP Manager. If the Access Point
is currently managed by the AP Manager, select the Access Point in the Managed List
field, click the Wireless Par ameter s button, and go to Step 10.

1. Determine which Access Point isthe Central Access Point, as described in the
“Point-to-Multipoint” section on page 1-9.

2. Start the AP Manager by clicking tiSeart button on the Windows desktop and
selectingPrograms - RoamAbout - RoamAbout Access Point Manager .

3. Toaddthe Access Point to an existing group of Access Points,EigdecOpen from
the menu bar and open the group. Otherwise, delkct New to start a new group.

4. Inthe AP Manager main window, click tBetup/Add New Access Point button. You
are asked if you want to load an IP address.

If the Access Point has an IP address, you must know the address to manage the Access
Point from the AP Manager. The AP Manager cannot overwrite an existing IP address.

5. Ifthe Access Point has an IP address, dNokThen enter the existing IP address and
the Access Point SNMP read/write community name, which is by deiatollitc.

6. |If the Access Point does not have an IP address, ¢hsland enter the following:

— Access Point's wired MAC address.

— New, valid IP network address.

— Access Point's SNMP read/write community name, which is by dgfablic.
— Optionally, a subnet mask and default gateway.

Press thédelp button for details about each field. Clickk when completed. You
may need to wait a few minutes for the IP address to load. Afterwards, the AP Manager
automatically displays the Identification and Wireless Parameter dialog boxes.

7. Inthe Identification dialog box, set the following parameters. Pressdipeoutton in
the dialog box for details about each field. Ck@K when done.

— System Name. Enter a unique name for each Access Point. This is not the same
as the station name for the Access Point.

— Location. Enter unique descriptive text for each Access Point that specifies the
physical location of the Access Point.

— Contact. Enter the name of the individual responsible for the Access Point.

8. Inthe Wireless Parameters dialog box, enter a station name that helps identify the
location of the Access Point. Each Access Point should have a unique station name.

9. Enter a channel. All Access Points must use the same channel.
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10. Click the Advanced button in the Wirel ess Parameters window.

11. For the Central Access Point, perform the following:

12.

13.

14.

15.

16.

17.

a) SetBridge Modeto LAN-to-L AN Multipoint. The Multipoint Activation Key
dialog box opens. This option is only available on Access Point 2000 with V6.0
or later firmware. Y ou must enter avalid activation key to enable Multipoint
bridge mode.

b) Inthe Wireless Parameters dialog box, click the Multipoint Properties button.

c) Enter the wireless MAC addresses of up to six Access Pointsin the fields
provided. Any unused fields must be null (contain no characters).

d) Enable or disable Wireless Relay. If enabled, the Endpoint Access Points can
only communicate with each other through the Central Access Point. If disabled,
each of the Endpoint Access Points in the configuration can only communicate
with the Central Access Point and itswired LAN, and not with each other.

eaocoege, |f an Access Point in the Point-to-Multipoint configuration is connected to a
NOTE | wired port, you must disconnect the wired port to manage it. Otherwise that
Access Point can only be used as a relay and cannot be managed.

For the other Access Points, set Bridge Mode to L AN-to-L AN Endpaint. In the
Wireless Parametersdial og box, enter thewireless M A C address of the Central Access
Point. This configures the Access Point to only communicate with the Central Access
Point.

The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

To use data encryption, use the procedure in the “Setting Encryption” section on page
5-27.

To implement your changes, sel&sset from the main window, then seldReset
with Current Settings. Allow approximately one minute for the Access Point to reset
and complete its self-test.

Repeat this procedure at the other Access Points.
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Using the Console Port
To configure Access Points for a Point-to-Multipoint configuration, do the following:

1.

10.

11.

Determine which Access Point is the Central Access Point, as described in the
“Point-to-Multipoint” section on page 1-9.

Repeatedly press th&etur n> key at the terminal that is connected to the console port
until the RoamAbout Access Point Installation Menu appears. If using a computer,
start the terminal emulation program and connect to the console port.

To allow the AP Manager or other management tools using SNMP to remotely manage
the Access Point, perform the following:

a) ChooseSet | P Address from the Installation Menu.
b) Enter the IP address, subnet mask, and default gateway.

ChooseM odule-Specific Options from the Installation Menu, then chodSst
Wireless Configuration.

Enter a channel. All Access Points must use the same channel.

Enter a station name. Select a name that helps identify the location of the Access Point.
Each Access Point should have a unique station hame.

The default transmit rate setting works well in most environments. To modify this
setting, see the “Configuring the Transmit Rate” section on page 5-23.

The default RTS Threshold setting works well in most environments. To modify this
setting, see the “Configuring the RTS/CTS Protocol” section on page 5-24.

For the Central Access Point, perform the following:

a) SelectBridge Mode Optionsin the Module-Specific Options menu. Sel8et
Bridge M ode thenL AN-to-L AN Multipoint. You must enter a valid activation
key to enable Multipoint bridge mode.

b) Select each prompt for the remote wireless MAC address and enter the wireless
MAC address of up to six Access Points. Any unused fields must be null
(00-00-00-00-00-00).

For the endpoint Access Points, sedtdge M ode Options in the Module-Specific
Options menu. Sele&et Bridge ModethenL AN-to-L AN Endpoint. Select the first
prompt for the remote wireless MAC address and enter the wireless MAC address of
the Central Access Point.

To use encryption, use the procedure in the “Setting Encryption” section on page 5-27.
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12. To prevent other users from using the console port to view or modify settings, enable
Enable/Disable Console Passwor d from the Installation Menu. Then choose Set
SNM P Read/Write Community from the Installation Menu and enter a new
community name (4 to 31 printable ASCI| characters). Users must enter the
community name to access the menu.

13. Toimplement your changes, reset the Access Point by selecting Reset with Current
Settings from the Installation Menu. Allow approximately one minute for the Access
Point to reset and complete its self-test.

14. Perform this procedure on the other Access Points.
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Configuring Clients for an Ad-Hoc Network

To configure clients for an ad-hoc network, perform the following:

1. From the Windows desktop, click Start then select Settings— Control Panel. Then
double click the Network icon.

2. For Windows 95 or 98, the Network dialog box is displayed. Click on RoamAbout
802.11 DS to highlight it, then click the Properties button.

3. For Windows NT, click the Adapterstab. In the Network Adaptersfield, click on
RoamAbout 802.11 DSto highlight it, then click the Properties button.

4, Select the Basic tab.
5. Select Ad-Hoc Demo Mode.

6. To modify the Transmit Rate and Fixed settings, see the “Configuring the Transmit
Rate” section on page 5-23. The default settings work well in most environments.
7. To enable encryption, click tHencryption tab and perform the following:
a) Place a check mark in ttignable Encryption check box.

b) Determine a set of encryption keys for use by the ad-hoc network, and the position
(1, 2, 3, or 4) for each key.

c) Enter the keys in thEncryption Key fields. Make sure that the key you enter in
position 1 is the same as the key in position 1 in the other clients. Any keys entered
in positions 2, 3, and 4 must match the keys in those same positions in the other
clients. However, you do not need to enter all the keys used by the other clients.

Once you leave the Encryption window, the characters in each Key field are
replaced by asterisks (*) that fill the field.

d) IntheEncrypt Data Transmissionsusing field, select the key to use when
transmitting data. The transmission key must be entered in all the other clients.

Refer to the “Setting Encryption” section on page 5-27 for additional information.
8. Click OK to close the Properties window. Restart the computer when prompted.

All clients must use the same frequency channel. The RoamAbout PC Card operates at its
factory-set default channel (see Table A-3 on page A-5). Any other type of PC Card must
also use the same radio frequency.

The Wireless Network Name and AP Density parameters are not used in an ad-hoc
configuration. Also, you should not enable Power Management, since there is no device,
such as an Access Point, to buffer messages while the client is in sleep mode.
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Showing Current Access Point Settings

Before modifying parameters on the RoamAbout Access Point, view the current settings.

Using the AP Manager, select the Access Point from the Managed List field and click the
various buttons, such as Wir eless Parameter s, Operating M odes, | P Networ k
Parameters, and Hardwar e. In the Wireless Parameters dialog box, click the Advanced
buttonto view all thewireless parameters. If you have changed any wireless parametersand
have not yet reset the Access Point, both the operating (current) settings and the settings
that take affect after the next reset are displayed.

Using the console port RoamAbout Access Point I nstallation Menu, choose Show Current
Settingsto display the current Access Point settings as shown below.

SNWP Trap Addresses
Wred MAC Address

| P Address

Subnet Mask

Def aul t Gat eway

Wrel ess MAC Address

W rel ess Network Adapter
Adapt er Revi sions

\

RoamAbout Access Point CSIWS, Wreless Bridge: HWV2. 2, RO=V1. 7, SWEV6. 00

SysUpTi ne : 00:26:37 98 resets
SNVP Read/ Wite Community : public
Consol e Password . Disabl ed

: Not Configured

: 08-00-2B- A3-89-61

: 16. 20. 40. 156

: 255.0.0.0

: Not Configured

: 00-60-6D-92-00-FB

: RoamAbout | EEE 2.4 GHz DS 11 Moit
: Hardware 4.000 Firmware 4.00

Encryption Capabilities ;128 bit

Bri dge Mode : \Wor kgroup

Upl i ne Dunp : DI SABLED
Menory : 16777216 bytes

K Press Return for Main Menu ... /
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To display the current wireless settings, choose M odule-Specific Options then select
Show Wireless Configuration. If you have changed awireless parameter but not yet reset
the Access Point, the new setting is NOT reflected in this display. The following example
shows the screen associated with this option.

(- N

RoamAbout Access Point Wrel ess Configuration

Current Station Nane . RoamAbout AP

Current Wreless Network Nane : RoamAbout Default Network Nanme
Current Secure Access : Enabl ed

Current Channel © 2.4220 GHz (802.11-3)

Current AP Density . Low

Current RTS Threshol d 1 2347

Current Transnmit Rate : Auto Rate Sel ect

Current DTI M Period ;001

\ Press Return for Main Menu ... /

5-20 Configuring the Wireless Network



Showing Current Client Settings

Showing Current Client Settings

Toview or modify the RoamAbout client parameters, open the driver propertiesasfollows:

1. FromtheWindowsdesktop, click Start then select Settings— Control Panel. Double
click the Network icon.

Alternately, right-click on Network Neighborhood on your desktop then select
Properties from the menu.

2. For Windows 95 or 98, the Network dialog box is displayed. Click on RoamAbout
802.11 DSto highlight it, then click the Properties button.

3. For Windows NT, click the Adapterstab. In the Network Adaptersfield, click on
RoamAbout 802.11 DSto highlight it, then click the Properties button.

The RoamAbout Properties window (Figure 5-1) appears. On aWindows NT system,
the Driver Typeand Bindings tabs are not present and an Adapter tab is displayed.

The Driver Typetab lists which RoamAbout driver is used with the PC Card. The
Bindingstab lists the available network protocols. The protocols with a check mark
are associated with the PC Card.

The Adapter tab liststhe PC Card I/O Base Address and the Interrupt Request (IRQ)
value. Y ou can changethese valuesif the RoamAbout PC Card usesthe same /O Base
Address or IRQ as another device in the computer.

Press <F1> on the keyboard for information about the RoamAbout Properties window.

4. At an Apple PowerBook system, open the Apple menu, select Control Panels then
select RoamAbout Setup.
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Figure 5-1: RoamAbout Properties Window (Windows 95/98 Version)

RoamAbout 802.11 DS Properties

S

product support

Loren's Motebook,
r

;

A change to any of the driver's parameters requires a computer restart for
that change to take effect. You are prompted for a restart after you make a

change.

A2 XA AR

NOTE
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Configuring the Transmit Rate

Thedefault setting isthe highest transmit rate supported by the RoamAbout PC Card; Fixed
isdisabled. All RoamAbout PC Cards support, as a minimum, the 1 Mbit/s (Low) and 2
Mbit/s (Standard) transmit rates.

RoamAbout Access Point

To modify the transmit rate on the Access Point using the AP Manager, select the Access
Point from the Managed List field and click the Wir eless Parameter s button. In the
Wireless Parameters window, click the Advanced button. Use the Help button for a
detailed description of the transmit rate settings.

To modify the transmit rate using the console port, choose M odule-Specific Optionsfrom

the RoamAbout Access Point Installation Menu. From the modul e-specific menu, choose

Set Wireless Configuration, then choose Set Transmit Rate. The Auto Rate Select

option allows the Access Point to transmit at its highest supported transmit rate and to

switch to the next lower supported rate when data transmissions fail more than once. The

xX M bit/s Auto Rateisthe same as Auto Rate Select, except that xx determinesthe Access

Point’s highest transmit rate. If you do not want to change the transmit rate, press <Enter>
to go back to the previous menu.

RoamAbout Client
To modify the transmit rate settings on a client, perform the following:

1.

Open the RoamAbout Driver Properties window, as described in the “Showing Current
Client Settings” section on page 5-21.

Click theAdvanced tab. Press <F1> for information about the Advanced window.
Select the transmit rate.

Enable or disable the Fixed setting. When Fixed is enabled, the client does not
retransmit failed transmissions at a lower rate (auto rate is disabled).

Click OK to close the Properties window, and restart the computer when prompted.

Configuring the Wireless Network 5-23



Configuring the RTS/CTS Protocol

Configuring the RTS/CTS Protocol

The RTS/CTS protocol forces the wireless device to transmit an RTS (Request To Send)
signal and wait for aCTS (Clear To Send) signal from the receiving wirel ess device before
transmitting a message. Any messages that are shorter in length than the length defined by
the RTS/CTS setting do not use the RTS/CTS protocoal.

Y ou should not use RTS/CTS unless you have a problem.

RTS Threshold on Access Points

The RoamAbout A ccess Point usesthe RTS Threshol d to define the length of messagesthat
must use RTS/CTS. When the message exceeds the threshold, the Access Point sends an
RTSto the client (or Access Point in a LAN-to-LAN configuration). The Access Point
waits until the device responds with a CTS message.

To reduce or eliminate collisions at the Access Point:
1. Setthe RTS Threshold to 500.

Using the AP Manager, select the Access Point from the M anaged List field and click
the Wir eless Par ameter s button. In the Wireless Parameters window, click the
Advanced button.

Using the console port, choose M odule-Specific Options from the RoamAbout
Access Paint Installation Menu, then choose Set Wireless Configuration. If you do
not want to change the value, press <Enter> to go back to the previous menu.

2. At aRoamAbout client, use the RoamAbout Client Utility Link Test to determine if
the lowered RTS Threshold reduced collisions. Y ou can also use the AP Manager, by
selecting I ntegrity from the menu bar, then selecting Link Test.

Medium Reservation on RoamAbout Clients

By default, Medium Reservation is disabled. Y ou should only use Medium Reservation if
you have a hidden station problem. To modify the Medium Reservation setting on aclient,
perform the following:

1. Openthe RoamAbout Driver Properties window as described in the “Showing Current
Client Settings” section on page 5-21.

2. Click theAdvanced tab. Press <F1> on your keyboard for detailed information.
3. Inthe Medium Reservation field, sele€atf or Hidden Stations.

4. Click OK to close the Properties window. Restart the computer when prompted.
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Configuring Power Management

By default, power management is disabled on the client. To enable power management:

1. Openthe RoamAbout Driver Properties window as described in the “Showing Current
Client Settings” section on page 5-21.

2. Click thePower M anagement tab. Press <F1> on your keyboard for detailed
information about this window.

3. Place a check mark in ti@ard Power Management check box.

4. Place a check mark in tiiReceive All Required Multicasts check box
(recommended).

You should keep this option enabled to allow the client to receive multicast messages
from the wireless network. Missing these messages might result in losing the network
connection or other network problems.

5. Innearly all cases, do not change the default value of 100 Makenum Sleep
Duration field. However, a value between 100 to 500 milliseconds may be considered
when operating a wireless powered hand-held terminal connected to an infrastructure
network that can handle a less critical latency for optimal performance.

RoamAbout PC Cards with Station Firmware lower than Version 2.00 do NOT support
power management. Enabling power management for such cards can cause unpredictable
computer behavior and a loss of the network connection.

The RoamAbout Access Point automatically supports power management. The only
settable power management parameter is the DTIM period, which should not be changed.

To view or modify the Access Point DTIM period using the AP Manager, select the Access
Point from theM anaged List field and click theVireless Parameter s button. In the
Wireless Parameters window, click thevanced button.

To modify the DTIM period using the console port, chodls&lule-Specific Options
RoamAbout Access Point Installation Menu, then ch@as&Vireless Configuration. If
you do not want to change the value, press <Enter> to go back to the previous menu.
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Setting Default Rate Limiting (Multicast Traffic)

By default, the Access Point is configured to limit multicast traffic to 100 Kb/sec. This
parameter is not available on the RoamAbout client.

To enable or disable this parameter using the AP Manager, click the Operating M odes
button in the main window.

To enable or disable this parameter using the console port, select the M odule-Specific
Optionsin the RoamAbout Access Point Installation Menu.

To change the value of this setting (instead of enabling or disabling the 100 Kb/sec value),
you need to manage the Access Point from a Network Management Station.

Configuring Security

To have the most amount of security in your wireless infrastructure network:

e Set up your networking protocols to require user names and passwords. Refer to the
documentation that came with the networking software or operating system.

*  Enable Secure Access at the Access Points.

«  Enable encryption and configure clients that you want to be in the network with the
proper encryption keys.

«  Configure the Access Points to not communicate with unencrypted clients.

Y ou can also use encryption in a LAN-to-LAN configuration and ad-hoc networks to
enhance security.

Setting Secure Access

Secure Access only appliesin awireless infrastructure network. This parameter is only
available at the Access Point.

When Secure Accessis enabled, the Access Point denies access to wireless clients that do
not use the correct wirel ess network name. When Secure Access is disabled, the Access
Point allows accessto wirelessclientsthat use ANY (all uppercase) asthe wireless network
name or have a blank wireless network name.

To enableor disable Secure Access using the AP Manager, click the Wireless Parameters
button. Use the Help button for detailed information.
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To enable or disable Secure Access using the console port, choose M odule-Specific
Options from the RoamAbout Access Point Installation Menu, then choose Set Wireless
Configuration. If you do not want to change the value, press <Enter> to go back to the
previous menu.

Setting Encryption
Perform the following steps to configure encryption for the wireless network.

1.

Create up to four keys, where the keys can be:

— 5 printable characters or 10 hexadecimal digits if the RoamAbout PC Card
supports 40-bit WEP encryption.

— 13 printable characters or 26 hexadecimal digits if the RoamAbout PC Card
supports 128-bit encryption.

You must create at least one key. The printable character keys are case sensitive.

A hexadecimal digit key must start with 0x, which is not counted in the number of

digits. For example, OXABCDEF0123 is a valid 40-bit encryption hexadecimal key (10
hexadecimal digits).

Determine the positions for each key. There are four positions, Key 1, Key 2, Key 3,
and Key 4. The position of each key is important since all the wireless devices must
enter the same key in the same position to decipher encrypted data.

If using the AP Manager, click tHencryption button. In the Encryption dialog box,
enable encryption, enter the keys, choose a transmit key, and enable orRisgble
Non-encrypted Data. Click theHelp button for detailed information.

Perform the following steps to configure encryption on an Access Point if using the
console port:

a) SelectSet Encryption Configuration from the RoamAbout Access Point
Installation Menu.

b) Enter the keys using ti#et Encryption Key menu options.
¢) Choose one key to be the transmit key usindgsdtd ransmit Key option. Each

Access Point can use a different transmission key as long as the other devices have

that key entered in the same position.
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d) Choose one of the following options if the Access Point is configured for a
wireless infrastructure network:

— EnableSet Exclude Unencrypted to only accept encrypted data from clients.
Only clients that have the correct keys can participate in this network.

— DisableSet Exclude Unencrypted to accept both encrypted and unencrypted
data from different clients. This allows clients who require security to use
encryption without preventing other clients from using the network.

e) Enable encryption using tt&et Encryption State menu option.

f) To prevent any management tool using SNMP, including the AP Manager, from
changing the encryption parameters, enabl&thExclude SNM P menu option.

5. Reset the Access Point as follows. You do not need to reset the Access Point if you
only add, delete, or modify keys, or change the transmit key.

— If using the AP Manager, seldgeset from the main window, then seldreset
with Current Settings.

— If using the console port, seldReset with Current Settings from the
RoamAbout Access Point Installation Menu.

Allow approximately one minute for the Access Point to reset and complete its
self-test.

6. To configure encryption on the RoamAbout clients:

a) Open the RoamAbout Driver Properties window as described in the “Showing
Current Client Settings” section on page 5-21.

b) Click theEncryption tab. Press <F1> on your keyboard for detailed information
about the Encryption window.

c) Place a check mark in tiigable Encryption check box.

d) Enter the keys in the corrdencryption Key fields. Make sure that the keys are
in the same positions as the other wireless devices.

After you leave the Encryption window, the characters in each Key field are
replaced by asterisks (*) that fill the field.

e) In Encrypt Data Transmissionsusing, select the key you want the client to use
when transmitting data. Each wireless device can use a different transmission key
as long as the other devices have that key entered in the same key position.

f) Click OK to close the RoamAbout Driver Properties window. Restart the
computer when prompted.
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Configuring the Access Point Console Port for Security
The following security settings are exclusive to the console port on the Access Point:

e To prevent other users from using the console port, enable Enable/Disable Console
Passwor d from the RoamAbout A ccess Point Installation Menu. Then choose Set
SNM P Read/Write Community from the Installation Menu and enter a new
community name (4 to 31 printable ASCII characters). Afterwards, users must enter
the community name to access the menu.

e To prevent any management tool using SNMP, including the AP Manager, from
changing the Encryption parameters, enable Set Exclude SNM P from the Encryption
menu.

Setting Spanning Tree

By default, Spanning Tree is disabled when in Workgroup bridge mode and enabled in
LAN-to-LAN Multipoint bridge mode. Y ou can enable or disable Spanning Tree while the
Access Point isin LAN-to-LAN Endpoint bridge mode only. This parameter is only
available on the Access Point with the V6.0 or later firmware release.

To enable or disable Spanning Tree using the AP Manager, select the Access Point from
the Managed List field and click the Wir eless Parameter s button. In the Wireless
Parameters window, click the Advanced button. Select L AN-to-L AN Endpoint.

To enable or disable Spanning Tree using the console port, choose M odule-Specific
Optionsfrom the RoamAbout Access Point Installation Menu, then choose Bridge M ode
Options. If you do not want to change the value, press <Enter> to go back to the previous
menu.

It isimportant to avoid Point-to-Multipoint configurations that will cause bridge loops. A
bridge loop occurs when two parallel network paths are created between any two LANS,
causing packets to be continuously regenerated through both parallel paths. This situation
eventually rendersthe network unusable due to the excessive traffic that is being generated
by the loop. The Access Point spanning tree function corrects this type of problem by
shutting down the bridge and possibly shutting down a segment of the network.
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Checking the Configuration on Multiple Access Points

The AP Manager providesintegrity tests that check for consistent settings across al the
Access Pointsin asingle group. Use the integrity tests to make sure that the Access Points
in asingle wireless network are configured correctly. To access the tests, click I ntegrity
on the AP Manager menu bar.

The Parameter s option tests that all Access Points are configured with the following:
e Same bridge mode

*  Samewireless network name
+ Different station name

e Same AP Density setting

e Same transmit rate

e Same Secure Access setting

* SameRTSThreshold

e Samerate limiting setting

e Same upline dump setting

e Same forwarding setting

Values not used in LAN-to-LAN mode are not checked when the Access Point isin
LAN-to-LAN mode.

The Firmwar e Revisions option verifies that al Access Points have the same version of
the firmware.

The additional menu item, Link Test, is used to test the communications quality between
the Access Point and another wireless device.
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Resetting the RoamAbout Access Point

There are two ways to reset the Access Point:

Reset with Current Settings

If you change any wirel ess configuration parameter, such asthewireless network name
or channel, you must select this option to reset the Access Point to implement your
changes.

From the AP Manager, select Reset then select Reset with Current Settings.

From a device attached to the console port, select Reset with Current Settings from
the RoamAbout Access Point Installation Menu.

Allow approximately one minute for the Access Point to reset and complete its
self-test.

Reset with Factory Defaults

This option reboots the Access Point, causing the Access Point’s configured
parameters to be initialized to factory default values.

This action deletes all configuration settings and replaces them with factory default
values. All configuration settings are lost, including the IP address.

From the AP Manager, select the Access Point fronviteaged L ist field, click the
Reset button, then click th®eset with Factory Defaults button.

From a device attached to the console port, sBlest with Factory Defaults from
the RoamAbout Access Point Installation Menu.

The Access Point hardware has a reload/reset button that forces the Access Point to
download a new firmware image from a BootP/TFTP server and reset to factory
default values. If a new image is not available, the Access Point resets to factory
default values after approximately three minutes. Make sure that you do not have
multiple BootP/TFTP servers configured to load the Access Point; you might load an
incorrect image.

Allow approximately one minute for the Access Point to reset and complete its
self-test.
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Modifying the Access Point SNMP Settings

For the AP Manager or any Network Management Station to remotely manage the Access
Point, the Access Point must have:

A valid IP address and subnet mask.
An SNMP read/write community name (default is public).

The following sections describe how to modify these parameters.

Changing the IP Address

To change or delete the Access Point’s current IP address from the AP Manager, the Access
Point must be currently managed by the AP Manager. If you do not know the Access Point
IP address, use the Access Point console port to view or change the address.

1.

2
3.
4

Select the Access Point from thanaged List field.
Click theNetwor k Par ameter s button.
Set theAddress State to Volatile, then clickOK .

In the main AP Manager window, click tReset button. Then cliclReset with
Current Settings. This sets the IP address to 0.0.0.0. The Access Point is no longer
manageable by the AP Manager.

Use theSetup/Add New Access Point button to give the Access Point a new IP
address and add it back to the list of managed Access Points. You can use the
procedures to configure Access Points listed earlier in this chapter.

To modify only the subnet mask or default gateway using the AP Manager, select the
Access Point from thislanaged List field and click theNetwor k Parameter s button.

To change the Access Point’s IP parameters using the console port:

1.
2.

ChooseSet | P Address from the RoamAbout Access Point Installation Menu.

Enter the new IP address, subnet mask, or default gateway. You do not need to reset
the Access Point.
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Changing the SNMP Read/Write Community Name

The AP Manager and any other SNMP Manager must have the correct read/write
community name associated with the Access Point; otherwise, the tool cannot make any
changes to the Access Point.

If using the AP Manager to change the Access Point read/write community name, the
read/write community nhame currently entered in the AP Manager must be the same as the
read/write community name in the selected Access Point. Otherwise, you will seea
message when attempting to change a parameter.

To usethe AP Manager to change the read/write community namein the Access Point and
in the AP Manager, click on the Options menu and select Community Strings. Click the
Help button for detailed information.

To change the read/write community name for the Access Point using the console port:

1. Choose Set SNM P Read/Write Community from the RoamAbout Access Point
Installation Menu.

2. Enter the community name (4 to 31 printable ASCII characters).
Using a Local MAC Addressing Scheme

All RoamAbout PC Cards have aunique universal MAC addressthat isused to identify the
computer on the network. For most network operating systems, you do not need to change
the MAC address.

If your network system uses alocal MAC addressing scheme, you may need to assign a
local MAC address value to the PC Card as follows:

1. Openthe RoamAbout Driver Properties window as described in the “Showing Current
Client Settings” section on page 5-21.

2. Click theAdvanced tab.

3. Inthe MAC Address field, enter the local MAC Address value. Valid address values
are 12-digit hexadecimal values, where the second digit must be 2, 6, A, or E.

4. Click OK to close the RoamAbout Driver Properties window. Restart the computer
when prompted.

The RoamAbout PC Card in an Access Point cannot be changed to a local MAC address.
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Chapter 6

Maintaining the Wireless Network

To maintain the wireless network, you should regularly check the wireless coverage area,
communications quality, and data throughput efficiency.

Asyour environment changes, you may need to adjust wireless parameters or move Access
Points to account for new obstructions or new sources of radio interference. Y ou may also
need to add Access Points should the number of usersincrease.

In addition, you should regularly check the RoamAhbout web site for product updates. This
chapter contains the procedures to upgrade the RoamAbout products.
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Testing Radio Communications Quality

Y ou can test the radio communications quality from the Access Point to another wireless
device using the AP Manager, or from a client to another wireless device using the
RoamAbout Client Utility.

Using the Access Point Manager

The RoamAbout AP Manager providesaLink Test tool that tests the signal quality from
the Access Point to a client or another Access Point.

1.

2
3.
4

Select the Access Point from the Managed List field inthe AP Manager main window.
Click Integrity in the menu bar.
Select Link Test.

Under Remote Station Infoin the Link Test window, click the down arrow to list the
availableclientsinthewirel ess network or theremote Access PointsinaLAN-to-LAN
configuration.

Choose the client or Access Point to test the signal quality, then click the Start
Sampling button to start the test. To stop the test, click the Stop Sampling button.

Check the signal level and noiselevel if the SNRislow between the Access Point and
the other wireless device.

If the signal level islow, the devices may be too far apart or there are obstructions
between them. If possible, remove the obstructions, movethe devices closer, or usethe
optional Range Extender antenna described on page 1-15.

If the noise level is high, you may have one or more devices emitting radio signalsin
the same frequency band as the client. Determine the source of interference by
selecting other clients. If available, usethe RoamAbout Client Utility Link Test tool at
amobile client to determine the extent of the noise. The source of the noise may be
closest to the device that has the highest noise level. Try to eliminate or move the
source of the noise.
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Using the Client Utility
This procedure requires the RoamAbout Client Utility on a RoamAbout client. For
information about a client utility window, press <F1> while in that window.

1. Start the RoamAbout Client Utility by clicking Start from the Taskbar then selecting
Programs - RoamAbout - RoamAbout Client Utility. Click the M ore button if the
Status/Functions window is not displayed.

2. Select Link Test from the Status/Functions window.

If connected to an infrastructure network, the test partner is the associated Access
Point. If configured for an ad-hoc network, select another client in the network to be
the test partner then select the Test Results tab.

3. Check the Signal-to-Noise (SNR) indicator, which changes color according to the
communications quality as follows:

— Green. Communications quality is good.

— Yellow. Communications quality is adequate. Optionally, clickXHeice button
in the Link Test window for tips on improving communications quality.

— Red. Communications quality is poor and requires user intervention.
4. Check the Signal Level and Noise Level indicators if the SNR indicator is red.

A high noise level indicates that you may have one or more devices emitting radio
signals in the same frequency band as the client. Run the Link Test on other clients to
determine the extent of the noise. The source of the noise may be closest to the device
that has the highest noise level. Try to eliminate or move the source of the noise.

A low signal level indicates that the client and the test partner may be too far apart or
there may be obstructions between them. If possible, remove the obstructions, move
the devices closer, or use the optional Range Extender antenna described on page 1-15.

The Link Test window has akdvice button. Click this button for specific troubleshooting
suggestions.
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Testing Data Throughput Efficiency

This procedure requires the RoamAbout Client Utility on a RoamAbout client. For
information about a client utility window, press <F1> while in that window.

1. Start the RoamAbout Client Utility by clicking Start from the Taskbar then selecting
Programs - RoamAbout -~ RoamAbout Client Utility. Click the M ore button if the
Status/Functions window is not displayed.

2. Select Link Test from the Status/Functions window.

If connected to an infrastructure network, the test partner is the associated Access
Point. If configured for an ad-hoc network, select another client in the network to be
the test partner then select the Test Results tab.

3. Check the Total M essages column. Data throughput efficiency is measured in
messages sent, lost, or received.

4. Dividethe number of M essages L ost by the number of M essages Sent. The Messages
Sent number must be greater than 200.

Typically, the number of Messages Lost is less than 1 percent of the number of
Messages Sent. If this number increases to 5 percent, you may have communication
problems. If necessary, click the Reset button to observe only the current data
throughput.

If the SNR islow and the number of messages|lost is high, the problem islikely dueto a
poor communications quality. For example, the client and the test partner are too far apart
or the connection suffers from a source of noise interference. Check the communications
quality as described in “Testing Radio Communications Quality” section on page 6-2.

If the SNR is adequate or good but there is a relatively large number of messages lost or
received after a retry, the problem might indicate:

e Avery busy network where many clients try to access the medium at the same time.

A microwave oven in close vicinity (7 to 10 feet) to the client or Access Point is
causing short bursts of interference. This noise might not be displayed by the noise
level indicator, but could still be forcing the clients to retransmit frames.

« Another client is suffering from a poor communications quality and is consequently
sending many retransmissions.

* Numerous frame collisions are occurring due to a hidden station problem.

Run the RoamAbout Client Utility link test from multiple clients to determine if the
problem is local (one client only) or experienced by all clients.
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Testing Data Throughput Efficiency

If al clients suffer from poor data throughput efficiency despite agood SNR value, the
traffic load could be caused by the following:

e Many wireless clients are trying to communi cate simultaneously.
e Clients are deferring data transmissions to avoid frame collisions.

» Clientsareretransmitting framesrepeatedly becauseinitial transmissionsfailed, which
can be due to frame collisions.

If one or more clients are transmitting simultaneously with the Access Point in an
infrastructure network, you may need to lower the RTS Threshold on the Access Point as
described in the “RTS Threshold on Access Points” section on page 5-24.

If the concentration of users per Access Point is high, you may need to place the Access
Points closer together to distribute the load, or add Access Points to the wireless network.

To measure values over time, click thest History tab. For example, you have a
performance problem during the mid-afternoon but not at other times. Use Test History to
measure wireless performance between 2:00 pm to 3:00 pm. You can save the test results
to a log file, as described in the “Logging Measurement Data” section on page 6-9.
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Optimizing RoamAbout Access Point Placement

Optimizing RoamAbout Access Point Placement

The RoamAbout AP Manager and RoamAbout Client Utility provide diagnostic toolsto
determine the coverage area of an Access Paint. If you have multiple Access Pointsin a
wireless network, the client utility can help determine where the coverage areas overlap.

Y ou may need to use these tools after you initially install the Access Points, and on a
regular basis to determine if the coverage areas change due to new obstructions or new
sources of radio interference.

Using Site Monitor

This procedure requires the RoamAbout Client Utility on a RoamAbout client. For
information about a client utility window, press <F1> while in that window.

This procedure is best performed on a mobile client that you can use to walk through the
coverage area of the Access Paint.

1. Start the RoamAbout Client Utility by clicking Start from the Taskbar then selecting
Programs - RoamAbout -~ RoamAbout Client Utility. Click the M ore button if the
Status/Functions window is not displayed.

2. Select Site Monitor from the Status/Functions window. If the Site M onitor button is
not available, click the Options button and enable Enhanced mode.

3. Sdlect the network in the Selection tab if you have multiple wireless networks.

4. For best results, display the AP Name, MAC Address, SNR, and Channel inthe Site
Monitor window.

5. Walk through the wireless network environment with Site Monitor running. Watch the
Site Monitor display to verify that each location is covered by at least one Access Point
that provides an Adequate (Y ellow) or Good (Green) communications quality.

If you see apoor SNR in any areathat you want to be covered, change the columnsto
display the AP Name, Signal Level, and Noise L evel.

A low signal level indicates that the Access Points may be too far apart. Relocate or add
Access Points to create a contiguous wireless coverage area, where communications
quality is Adequate or better.

If the noise leve is high, walk through the area monitoring the Noise Level indicator to
determine the location of the source of interference. If possible, switch off the source of
interference or relocate it to minimize the impact of interference on the wireless network.
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Optimizing RoamAbout Access Point Placement

Using Link Test

The RoamAbout AP Manager provides aLink Test diagnostic tool that tests the signal
quality from the Access Point to a client or another Access Point.

1.

2
3.
4

Select the Access Point from the Managed List field inthe AP Manager main window.
Click Integrity in the menu bar.
Select Link Test.

Under Remote Station Info in the Link Test window, click the down arrow to list the
availableclientsinthewireless network or theremote Access PointsinaLAN-to-LAN
configuration.

Choose the client or Access Point to test the signal quality, then click the Start
Sampling button to start the test. To stop the test, click the Stop Sampling button.

Check the signal level and noiselevel if the SNR islow between the Access Point and
the other wireless device.

If the signal level islow, the devices may be too far apart or there are obstructions
between them.

If the noiselevel ishigh, determinethe source of interference by selecting other clients.
If available, use the RoamAbout Client Utility Site Monitor tool at a mobile client to
better determine the location of the interference.
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Optimizing RoamAbout Outdoor Antenna Placement

If an Access Point in aLAN-to-LAN configuration is connected to an outdoor directional
antenna, the antenna must be pointed directly at the antenna for the other Access Point. A
misaligned antenna can decrease the signal level or prevent communications.

The RoamAbout AP Manager provides a Point-to-Point diagnostic tool that can help you
adjust the directional antennato optimize the signal between Access Points. If you are
testing thelink between two A ccess Pointsthat both use directional antennas, you may need
one person at each antenna and a method to communicate with those people.

1.

2
3.
4

Select the Access Point from the Managed List field inthe AP Manager main window.
Click Integrity in the menu bar.
Select Link Test.

Under Remote Station Info in the Link Test window, click the down arrow to list the
available Access Pointsin the LAN-to-LAN configuration.

Choose the Access Point to test the signal quality, then click the Start Sampling
button to start the test.

Toimprovethe signal strength, watch the SNR indicator and slowly move the antenna
in the direction that improves SNR. Y ou may need to have a person at the remote
location move the antenna while monitoring the SNR.

To stop the test, click the Stop Sampling button.
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Logging Measurement Data

Logging Measurement Data

Y ou can save the results of your RoamAbout Client Utility Link Test or Site Monitor
sessioninalog file. To enable logging, set the client utility to enhanced mode by clicking
the Options button in the Status/Functions window. For information about a client utility
window, press <F1> whilein that window.

Y ou can usethislog fileto:

« Evauatetheresults at alater time.

e Comparetheresults with previous measurements, which may help you investigate the
performance of your wireless LAN over aperiod of time.

e Send the measurement results to your RoamAbout support representative when
troubleshooting a specific problem.

The client utility allows you to log measurement data manually or automatically at regular
intervals.

To set the logging options, click the L og Settingstab in the Site Monitor or Link Test
window. Y ou can choose to append data to an existing log file or create a new file.

Thelog files are saved in a Comma Separated Value (CSV) file format. Y ou can read the
fileswith an ASCI| editor or import the data into a spreadsheet or database application.
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Checking the Client RoamAbout PC Card

The RoamAbout Client Utility has a Diagnose Card tool that checks the hardware and
firmware of the RoamAbout PC Card.

Run the card test only in situations where the Status/Functions window reports a card
failure or when you suspect a configuration mismatch. When contacting RoamAbout
technical support, the card test results may help the support representative determine the
cause of amalfunctioning device.

To access the card test, select Diagnose Card from the Status/Functions window. For
information about the Diagnose Card tool, press <F1> while in the Card Check window.

Running the card test may temporarily disrupt the communication of your client with the
network. In exceptional cases, you may |ose your network connection. If this occurs on a
Windows NT system, restart your system. If this occurs on a Windows 95 or 98 system:

1. Closetheclient utility program.
2. Remove the PC Card.

3. Wait several seconds then reinsert the card.
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Monitoring the Access Point Using RMON

Monitoring the Access Point Using RMON

The Access Point supports four of the nine Remote Network Monitoring MIB (RMON)
groups:

e Statistics- Contains statistics measured by the probe for the wired LAN and the
wireless LAN interfaces.

» History - Recordsperiodic statistical samplesfrom anetwork and storesthem for later
retrieval.

e Alarm - Periodically takes statistical samples from variablesin the probe and
compares them to previously configured thresholds. If the monitored variable crosses
athreshold, an event is generated.

« Event - Controls the generation and notification of events from this device.

The settings for these groups can only be accessed with a Network Management System.
The console port and AP Manager cannot change or view the RMON group settings.

When the Access Point isinitialized, two statistics groups are generated. One group is for
the wired interface and one is for the wireless interface. Also, two History groups are
generated for each interface. One group has a short term polling period of 30 seconds and
one has along term polling period of 30 minutes.

The Access Point has the following limits for the RMON MIB because of memory
limitations:

e A maximum of six Statistics groups.

« A maximum of four History groups, with a maximum of 200 “buckets”, also called
samples, for all groups. You can reconfigure each group. For example, you could
assign 80 buckets each to the long and short term History groups assigned to the wired
interface, and 20 buckets each to the long and short term History groups assigned to
the wireless interface. This example does not exceed the maximum of 200 buckets.

e A maximum of ten Alarm groups.

A maximum of ten Event groups.
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Checking RoamAbout Product Version Numbers

To check the RoamAbout Access Point firmware version, run the RoamAbout AP
Manager, choose the Har dwar e button and check the software version (SW=Vx.x). Refer
to the AP Manager on-line help for additional information.

To check the RoamAbout Access Point firmware version using the console port, select
Show Current Settings from the Installation Menu. The top line contains the firmware
version (SW=Vx.x).

To check the versions of the RoamAbout PC Card Driver and Station Firmwarein a
RoamAbout client, run the RoamAbout Client Utility, choose Diagnose Car d then choose
the Version Info tab. The version of the client utility is also displayed.

If the client utility is not available, you can also check the driver version as follows:
1. Open Windows Explorer.

2. Findthe WVLANA41.SY Sfile. Typicaly, thisislocated in the
C:\WINDOWS\SY STEM folder for Windows 95 and 98, or the C:\WINNT\SY STEM
folder for Windows NT.

3. Right click on the WVLANA41.SY Sfile then select Properties on the menu.

4. InthePropertieswindow, click theVersion tab. TheFileVersion number near thetop
of the window is the driver version number.

For information about the |atest available versions, check the RoamAbout web site.

6-12 Maintaining the Wireless Network



Upgrading the RoamAbout Access Point Firmware and ROM

Upgrading the RoamAbout Access Point
Firmware and ROM

The Access Point firmware, also called embedded software, can be easily upgraded.
Regularly check the RoamAbout web site for the latest information concerning
RoamAbout updates. To upgrade the Access Point, copy the image file (*.BIN) from the
web site to the same directory asthe AP Manager or BootP/TFTP server. The Access Point
2000 (hardware release V' 2) requires an N*.BIN file. The previous rel ease of the Access
Point hardware (V1) requiresa V*.BIN file. The Access Point ROM upgrade (hardware
release V2) requires a R*.Binfile.

To view the Access Point hardware version click the Har dwar e button on the AP Manager
main window.

If the power isinterrupted during the ROM upgrade process,

the image in your device will become corrupt. Do not turn
off or perform any action that can cause power loss during a
ROM upgrade.

The AP Manager includesaBootP/TFTP loader, called NetRider L oader, that upgradesthe
Access Paint. If not using the AP Manager, you need to configure a BootP/TFTP server.
Make sure that you do not have multiple BootP/ TFTP servers configured to load the Access
Point; you might load an incorrect image.Y ou can only upgrade one Access Point at atime.
When you start the upgrade, the Access Point immediately stops its operation.

Using the AP Manager

To upgrade the Access Point using the AP Manager, click the Reload Now button and
follow the on-line instructions. The NetRider Loader utility loads the new firmware. The
upgrade takes a few minutes, during which the Access Point is unavailable. Y ou can
determine when the upgrade is compl ete by looking at the Access Point LEDs or by trying
to view parameters using the AP Manager.

Using the Access Point Console Port
To upgrade the Access Point using the consol e port:

1. Make surethat you have properly configured a BootP/TFTP server.
2. Choose M odule-Specific Options from the Access Point Installation Menu.
3. Choose Upgrade Flash from the next menu. Y ou are asked to confirm the upgrade.
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Upgrading the RoamAbout Access Point Firmware and ROM

Using the Access Point Hardware Reset Button

The Reset button on the A ccess Point hardware forces the A ccess Point to download a
firmware image and reset to factory default values.

If the power isinterrupted during the ROM upgrade process,

the image in your device will become corrupt. Do not turn
off or perform any action that can cause power lossduring a
ROM upgrade.

To use the Reset button:
1. Remove AC power from the Access Point.

2. Restore AC power then press the Reset button on the Access Point. If animageis not
available, the Access Point waits approximately three minutes then resets to factory
default values.
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Replacing the PC Card in an Access Point

Replacing the PC Card in an Access Point

Y ou may need to replace a defective PC Card or upgrade the PC Card in an Access Paint.

If upgrading the Access Point from a2 Mbit/s PC Card to an 11 Mbit/s PC Card, make sure

that the Access Point firmware version is V5.0 or greater, as described in the “Checking
RoamAbout Product Version Numbers” section on page 6-12.

Also, you should disable encryption before replacing a PC Card with one does not support
encryption.

To change the PC Card in an Access Point configured for a wireless infrastructure network,
you only need to remove AC power, replace the PC Card, and power on the Access Point.

To change the PC Card in an Access Point configured for a LAN-to-LAN network, perform
the following:

1. Remove AC power.
2. Replace the PC Card.
3. Power on the Access Point.

4. Change the wireless MAC address on each remote Access Point configured to
communicate with this Access Point. The wireless MAC address for an Access Point
is printed on the back of its PC Card.
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Upgrading the RoamAbout Miniport Driver

Upgrading the RoamAbout Miniport Driver

The RoamAbout Miniport driver is used on Windows 95, 98, and NT systems. Upgrading
the installed RoamAbout driver may be required if:

Y ou want to use new features that have become available for your RoamAbout PC
Card.

You installed a newer version of the RoamAbout Client Utility.

The RoamAbout Client Utility reported a driver or firmware mismatch.

The procedure to upgrade drivers differs between the various Windows operating systems:

Windows 98, WindowsNT, and later versions of Windows 95 (OSR2) have an Update
Driver function that allows you to easily upgrade the current driver.

Early versions of the Windows 95 system require you to completely remove the driver
from your computer before installing the latest driver.

Upgrading the Driver for Windows 95 (OSR2) and Windows 98

Use the following procedure to upgrade the RoamAbout driver on Windows 95 and
Windows 98 systems. Early releases of Windows 95 do not have the Update Driver feature.

1.

N oo g > 0w D

From the Taskbar on the Windows desktop, click Start then select Settings— Control
Panel.

In the Control Panel window, double-click the System icon.

In the System Properties window, select the Device Manager tab.

In the top section of the Device Manager tab, select View devices by type.
Inthelist of computer devices, double-click Network Adapters.

Select “RoamAbout PC Card” and click tReoperties button.

In the RoamAbout Properties window, selectBinéver tab. If there is no Driver tab,
you may be using an early version of Windows 95.

For information about the installed driver, click deiver File Details button.

To upgrade the driver, click thépdate Driver button and follow the instructions
displayed on the screen. If there isUyadate Driver button, go to the “Upgrading the
Driver for Windows 95 (Early Version)” section on page 6-17.

Restart the computer to finish the upgrade procedure and to load the new driver.
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Upgrading the RoamAbout Miniport Driver

Upgrading the Driver for Windows NT
Use the following procedure to upgrade the RoamAbout driver on Windows NT systems.

1. Fromthe Taskbar onthe Windows desktop, click Start then select Settings— Control
Panel.

2. Inthe Control Panel, double-click Network.

3. Select the Adapterstab.

4. Select RoamAbout Adapter and click Update.
5

Follow the instructions as they appear on your screen.

Upgrading the Driver for Windows 95 (Early Version)

Upgrading to a new driver on early versions of Windows 95 usually requires deleting the
old driver file from your hard disk before installing the new driver.

Theearly versions of Windows 95 associate a specific driver with specific hardware. When
you select the Remove Driver option from the Network Control Panel, the operating system
disablesthe driver but does not del ete the driver from your hard disk. Therefore, when you
upgrade adriver, Windows recognizes your RoamAbout PC Card as hardware that had
been installed before and attempts to reinstall the old driver.

To upgrade your RoamAbout driver on an early version of Windows 95, follow the
procedure in “Deleting the RoamAbout Driver Files” section on page 6-18. Then, follow
the instructions that came with the RoamAbout PC Card to install the driver.
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Removing the RoamAbout Miniport Driver

If you have Version 1.0 of the RoamAbout Miniport driver, you need to perform extra
steps. Check the driver version number as described in the “Checking RoamAbout Product
Version Numbers” section on page 6-12, before performing this procedure.

1. Remove the PC Card from the PC Card slot.
2. Close all open applications.

3. From the Taskbar on the Windows desktop, cBidet then selecBettings— Control
Panel.

4. In the Control Panel window, double-click tNetwork icon.
5. Select the RoamAbout PC Card and clickRemove button. Then cliclOK.

The Windows operating system disables the Miniport driver and updates the driver
configuration files.

6. Do NOT restart the computer if you have V1.0 of the miniport driver. Instead, perform
the procedure in next section to delete the driver and its information and configuration
files from your hard disk.

7. If the driver version is later than V1.0, restart the computer.

Deleting the RoamAbout Driver Files

The procedure to remove the RoamAbout Miniport Driver files from the hard disk is similar
for all Windows operating systems.

1. Ifnotalready done, remove the RoamAbout driver as described in the previous section.
Otherwise, the Windows Registry is not “cleaned”, which can lead to complications
when installing the RoamAbout driver in the future.

2. Open Windows Explorer.
3. Inthe Explorer menu, click oiew and selecOptions.

4. From the View tab, seleGhow all files and clear thélide M S-DOSfile extensions
check box.

5. Click theApply button to return to the Explorer window.

6. In Explorer, open the Windows operating system folder:
— C:\WINDOWS\SYSTEM for Windows 95 and 98
— C:\WINNT\SYSTEM32\DRIVERS for Windows NT
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Deleting the RoamAbout Driver Files

7. For Windows 95 and 98 systems, delete these RoamAbout driver files:
— WVLAN41.SYS
—  WVLANUIF.VXD
— WVA41INST.DLL (if present)
— WVLAN41.HLP
— WVLAN41.CNT
— WVLANA4L1.FTS (if present)
— WVLANA41.GID (if present)
— RMABT41.HLP (if present)
— RMABT41.CNT (if present)
— RMABT41.GID (if present)

8. Also for Windows 95 and 98, open C:\WINDOWS\INF and delete the RMABT41.INF
file.

In Windows 98, this file might be located in C:\WINDOWS\INF\OTHER.

000000
A XX AN AN

NOTE

9. For Windows NT systems, delete these files:
— WVLAN41.SYS
— WVLAN41.DLL
— WVLAN41.HLP
— WVLAN41.CNT
— WVLANA4L1.FTS (if present)
— WVLANA41.GID (if present)
— RMABT41.HLP
— RMABT41.CNT (if present)
— RMABT41.FTS (if present)
— RMABT41.GID (if present)

10. Close Windows Explorer and restart your computer.

If deleting the driver files was part of an upgrade procedure, install the new driver as
described in the RoamAbout PC Card documentation.
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Removing the Apple Driver

Removing apreviously installed Apple driver is mandatory to:
e Upgrade adriver.

e Changethetype of driver. For example, you would change the type of driver when
migrating from Apple Classic to Apple Open Transport.

To remove the driver, proceed as follows:

1. Insert the RoamAbout diskette for the MAC operating system into your Apple
PowerBook. This should be the same diskette that you used to install the driver.

2. Double-click the diskette icon on the desktop of your computer to display the contents
of this diskette.

3. Double-click RoamAbout I nstaller to start the installation program.
4. Inthe Welcome window, click Continue.

5. Fromthelist of options, select Custom Remove. Click al boxesto completely remove
the driver. If you have any open applications, you are prompted to close them.

6. Follow the on-line instructions. When completed, restart your computer.

Upgrading the RoamAbout PC Card Firmware

Y ou can use the RoamAbout Work Station Update (WSU) tool to updatethe firmware (also
called embedded software) of your RoamAbout PC Cards.

When new features for your RoamAbout PC Card become available, they are typically
distributed as a new version of the RoamAbout Work Station Update tool viathe
RoamAbout web site.

To identify whether you need to update the firmware of the PC Card, verify the current
version of the Secondary Card Firmware |oaded into the card using the Version Info tab
on the Diagnose Card panel of your RoamAbout Client Utility.

If you update your RoamAbout PC Card firmware, you may need to update the RoamA bout
driver aswell. In most cases, the WSU tool promptsyou to do so, prior to updating the card;
therefore, when browsing the RoamAbout web site to download newer versions of the
WSU tool, you should download the latest driver as well.

6-20 Maintaining the Wireless Network



Chapter 7

Problem Solving

This chapter contains problem solving information for the RoamAbout wireless network.

If the problem appearsto be with an Access Point or a specific client, check the LEDsfirst.
The Access Point LEDs are described in the next section. The client LEDs are described on
page 7-20.
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Using the Access Point LEDs to Determine the Problem

Using the Access Point LEDs to Determine the Problem

The Access Point LEDs show status and help diagnose problems. The following sections
describe the LEDs on the Access Point 2000 and the original release of the Access Point.

The following figure shows the two Access Points.

Figure 7-1: RoamAbout Access Points
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Access Point 2000 LEDs

Table 7-1 describes the function of each of the LEDs. Error conditions cause the LEDs to
turn on, off, or blink in a pattern. Table 7-2 describes the patterns, the most likely causes,
and possible corrective actions. Table 7-3 describes the LED patterns during an Access
Point firmware upgrade. If you suspect an Access Point failure, run the self-test by
removing then reapplying AC power.
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Table 7-1: RoamAbout Access Point 2000 LED Summary Table

Name Description
Power/ Lights when the Access Point has power and has passed the
self-test. If the Access Point fails the test, the LED blinks at

System OK

@ U asteady rate.

BridgeState  Lights when the Access Point is forwarding packets.

II 1
Access Lights when the Access Point is saturated. Saturation occurs
Point when the Access Point cannot forward packets from the

Saturated Ethernet to the wireless side due to the lower throughput of
| thewirelessnetwork. The degreeof LED brightnessindicates
| 2 the level of saturation. The LED dims (and eventually
extinguishes) as the network congestion is processed.

Wireless Lights when packets are:

LAN *  Received onthewireless port and forwarded to
Activity the Ethernet port.

N

« Received on the Ethernet port and forwarded to
the wireless port.

e Addressed to or generated by the Access Point
using the wireless port.

Packets received and filtered are not shown. The average
brightness of the LED indicates the level of activity on the
wireless port. If the LED blinks in unison with the Power/
System OK andthe Bridge Sate LEDs, thewirelessport has
afault that prevents the Access Point from establishing a
connection to the network.

Wired LAN  Lightswhen datais received on the Ethernet port. Data
Activity transmitted by the Access Paint is not shown. Datatraffic
forwarded to the Ethernet port from the wireless port is not

:I:I: shown.
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Table 7-2: RoamAbout Access Point 2000 LED Patterns

Wired Wireless

LAN LAN

o

O O

Access
Point
Saturated

V2
O

Bridge
State

W1
O

Power/
System
OK

W O
O

Meaning of LED
Pattern

No power. Check the
power connections.

O @)

Diagnostics failed.
The Access Point
automatically resets
after one minute. If
the pattern continues
to display, contact
technical support.

Normal operating
mode.

» AccessPointis
waiting for the
spanning tree. No
actionisrequired.
or

* Spanning tree
detected a bridge
loop and
disconnected the
port. Remove the
loop.

Access Point is
occasionally
saturated. No action
isrequired.
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Using the Access Point LEDs to Determine the Problem

Table 7-2: RoamAbout Access Point 2000 LED Patterns (Cont'd)

Wired Wireless Access Bridge Power/ Meaning of LED
LAN LAN Point State System Pattern
Saturated OK
N 12 W1 @ O
O 2> @) @) @) Cannot communicate
with the wired

network. Verify that
the Ethernet cableis
properly connected.

@ @) @) @) ® Cannot communicate

with the wireless or
wired network.

@- 0, O=Of, = Constant blinking, @@= Randombli nking,

88= Any state
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Table 7-3: Network Loading LED Patterns

Wired Wireless
LAN LAN

33 ®

N

Access Point
Saturated

V2
O

Bridge
State

i1
D

Power/
System
OK

W O
®

Meaning
of LED Pattern

Downline loading
image from load
host.

33 O

TFTPfilenot found
or other TFTPerror.
(LEDsblink 10
times.)

Upgrading Flash.
(LEDsblink then
turnononeatatime
starting with
WirelessLAN.) All
LEDs, except
Wired LAN, areon
when the Flash
upgradeis
successful.

Invalid load image.
Wrong image,
image too large, or
CRC check error.
(LEDsblink 10
times.)

Unsuccessful Flash
upgrade. (LEDs
blink 10 times.)

33 @)

Firmware error or
number of retries
exceeded. (LEDs
blink 10 times.)

@ = On,(O=Off, = Constant blinking, @= Random blinking, 85 =Any

state
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Access Point (Original) LEDs

Table 7-4 describesthe LED functions. Table 7-5 describes the patterns, likely causes, and
possible corrective actions. Table 7-6 describes the patterns during a firmware upgrade.

Table 7-4: RoamAbout Access Point (Original) LED Summary Table

Name Description

Power OK & Lights (green) when the Access Point has power.

Lights (green) when the Access Point passes its power-up self-test. The
Module OK () LED is off if the Access Point failsthe test. If flashing, the Ethernet or
wireless port (or both) has afault, preventing connection to the network.

Wired LAN Indicatesthe status of the wired Ethernet segment. The LED lights(green)
Activity H when packets are:
*  Received on the Ethernet port and forwarded to the wireless
port.

e Addressed to or generated by the Access Point using the
Ethernet port.

Packetsreceived and filtered are not shown. Datatraffic forwarded to the
Ethernet port is not shown. The average brightness of the LED indicates
the level of activity on the Ethernet port. If the LED is flashing together
with the Bridge State LED, the Ethernet port has afault that preventsthe
Access Point from establishing a connection to the network.

Lights (green) when the Access Point is forwarding packets.

Bridge State || 1
Access Point Lights (yellow) when the Access Point is saturated. Saturation occurs
Saturated when the Access Point cannot forward packets from the Ethernet to the
wireless side due to the lower throughput of the wireless network. The
II 2 degree of LED brightnessindicatesthe level of saturation. The LED dims

(and eventually extinguishes) as the network congestion is processed.
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Table 7-4: RoamAbout Access Point (Original) LED Summary Table (Cont'd)

Name Description
WirelessLAN The LED lights (green) when packets are:
Activity * »  Received onthewireless port and forwarded to the Ethernet

port.

e Addressed to or generated by the Access Point using the
wireless port.

Packets received and filtered are not shown. Datatraffic forwarded to the
wireless port is not shown. The average brightness of the LED indicates
the level of activity on the wireless port. If the LED is flashing together
with the Bridge State LED, the wireless port has afault that prevents the
Access Point from establishing a connection to the network.

Card Present A Lights (green) when the PC Card is correctly installed at power-up.
ard Present —
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Using the Access Point LEDs to Determine the Problem

Table 7-5: RoamAbout Access Point (Original) LED Patterns

Power

Y,

Module

OK

O

Wired
LAN

Bridge
State

W1

Saturated

Wireless
LAN

Card
Present

Meaning of
LED Pattern

O

O

No power.
Check the
power
connections.

PC Card not
inserted

properly.

Diagnostics
arerunning.

Ethernet
connection
is not
working or
thereisa
hardware
failure.

Failure
while
initializing/
testing the
memory.

Normal
operating
mode.

Waiting for
thespanning
tree. No
actionis
required.
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Using the Access Point LEDs to Determine the Problem

Table 7-5: RoamAbout Access Point (Original ) LED Patterns (Cont’d)

Power Module  Wired Bridge Saturated Wireless Card Meaning of
OK LAN State LAN Present LED Pattern

) O i1 2 =p A

Access

o o S5 o S5 S5 o Boint i
occasionally
saturated
dueto
excessive
traffic. No
actionis
required.

o @ @ O @ @) 33 e ladis

defective.

o o o O o S o Etflernet

problem
after
power-up.

Q0 Q0 Cannot

o @ lole} o0 @ @ o COMMUNi-
cake with the
wireless
network.
Check the
wireless
parameters
and PC
Card.

Q0 Q0 Cannot

o O O o0 O o0 o COMMUNi-
cake with the
wired
network.
Check the
Ethernet
cable.

. =0On, Oz Off, Oz Constant blinking, @z Random blinking, 88 = Any state
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Using the Access Point LEDs to Determine the Problem

Table 7-6: Network Loading/Upline Dumping LED Patterns

Power Module Wired Bridge Saturated Card Meaning of
OK OK LAN State Present LED
Pattern
) O 42 -
Q0 Waiting for
® ® O ©® O €0 downline
load from
load host
Q0 Downline
. . @ @ O OO loading
image from
load host
® ® &) &) O 33 Firmware
detected
while
downline
loading
image from
load host
Q0 TFTPfile
® ® ©® ©® O 0 not found
Q0 Waiting for
® ® O O O 33 retry of
TFTPload
® o O o o 8 Hhgen
Flash
Q0 Flash
® ® O @) @) 33 Upgrade
successful
o O @) O O Q0 Invalid
€0 (wrong)
load image
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Using the Access Point LEDs to Determine the Problem

Table 7-6: Networ k Loading/Upline Dumping LED Pattern s (Cont'd)

Power Module Wired Bridge Saturated Wireless Card Meaning of
OK OK LAN State LAN Present LED
Pattern
) O i1 12 = A
Q0 Unsuccess-
. O O O O . 00O ful Flash
upgrade
Q0 Invalidload
e O O O o ® 88 [nvalic
corrupted
image
Q0 Invalidload
. O O O O . 00O image:
image too
large
o O @) O @) ® 33 TFTPerror
Q0 Firmware
e O e o o ® g3 Firmwe
number of
retries
exceeded
e O e o o O g3 Hadwae
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Showing Counters

Showing Counters

Y ou can display the values of all the counters maintained by the Access Point and theclient.
This information can help you to monitor the performance of your wireless network or
better understand a problem. Typically, thisinformation is used by RoamAbout support
personnel to help you diagnose a problem.

At aRoamAbout client, use the client utility to run the Diagnose Card option and select
the Card Statisticstab.

To show a subset of the counters using the AP Manager:
1) Select the Access Point from the Managed List field.
2) Click the Statistics button.

To show all the counters using the console port:

1) Choose M odule-Specific Options from the RoamAbout Access Point
Installation Menu.

2) Choose Show Counters from the next menu. The following example shows
the screens associ ated with Show Counters. Thefirst screen displays counters
specific to the Access Point. The second screen displays counters from the
RoamAbout PC Card. These counters are the same for RoamAbout PC Cards
inan Access Point or in aclient.

The following sections describe the counters shown by the RoamAbout PC Card.
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Showing Counters

ﬁvi ce uptinme: 0 00:30:08 ETHERNET Port O W RELESS Port N
0 0

I ndi vidual | y addressed bytes sent:

I ndi vidual | y addressed bytes received:
Mil ticast bytes received:
I ndividual |y addressed frames sent:
Mul ticast frames sent:
I ndi vidual |y addressed frames received:
Mul ticast frames received:
Frames deferred:
Single collision:
Mul tiple collisions:
Excessi ve col |isions:
Carrier check failed:
Transmt Frame too |ong:
Rermote failure to defer:
Bl ock check error:
Franme error:
Recei ve Frane too |ong:
Data Overrun:
Syst em buf f er unavai | abl e:
Col I'i sion detect check fail:
Press RETURN to conti nue

Mul ticast bytes sent: 111446

0
0

=
o)
a1
oo

[eNeoNeoNoNoNooNoNoNoNoNoNeo oo}

109406
0
0

[
o)
N
oo

[eNeoNoNoNoNeoooNoNooNoNoNoNo)

Nrel ess PC card counters

I ndi vidual | y addressed frames sent:
Mul ticast frames sent:

Fragments sent:

I ndi vidual | y addressed bytes sent:

Ml ticast bytes sent:

Def erred transm ssions:

Single retry frames sent:

Miltiple retry franes sent:

Transmit retry limt exceeded franmes:
Transnmit frames discarded:

I ndi vidual | y addressed frames received:
Ml ticast franes received:

Fragments received:

I ndi vidual | y addressed bytes received:
Mil ti cast bytes received:

Receive FCS errors:

Recei ve buffer not avail abl e:

Wong station address on transmt:
Receive VEP errors:

Recei ve nmessage in nessage fragments:
Recei ve nessage in bad nsg fragnents:
Receive WP ICV errors:

Recei ve VEP excl uded:

K Press Return for Main Menu ...

AN
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Showing Counters

Individually Addressed Frames Sent (TxUnicastFrames)

This counter displays the number of messages sent by the PC Card that are destined for
another wirelessdevice. Inmost LAN applications, it isnormal behavior for this counter to
have a high value and is continuously increasing (you can seeit run). For example, this
counter should increase rapidly when running the Link Test.

Multicast Frames Sent (TxMulticastFrames)

This counter displays the total number of messages sent by the PC Card as broadcast or
multicast (destined at multiple other devices). In most LAN applications, multicast
messages are regularly sent. Typically, this counter shows alower value than the
TxUnicastFrames counter.

Fragments Sent (TxFragments)

This counter displays the total number of messages or message fragments sent by the PC
Card. The running rate of this counter is ageneral indication of activity at thiswireless
device. The number within this counter should be greater than the sum of TxUnicastFrames
and TxMulticastFrames.

Individually Addressed Bytes Sent (TxUnicastOctets)

This counter displaysthetotal number of bytestransmitted by the PC Card as part of unicast
messages. Normal behavior for this counter showsarelatively high value that isincreasing
rapidly.

Multicast Bytes Sent (TxMulticastOctets)

This counter displays the total number of bytes transmitted by the PC Card as part of
multicast messages. This value is expected to be a large number.

Deferred Transmissions (TxDeferredTransmissions)

This counter displays the number of times the PC Card deferred a transmission to avoid
collisions with messages transmitted by other devices. Deferral is normal behavior for
802.11 devices. A relatively high value for this counter identifies a wireless network with
lots of activity.
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Showing Counters

Signal Retry Frames Sent (TxSingleRetryFrames)

This counter displays the number of messages that were retransmitted a single time before
being acknowledged by the receiving device. Retransmission is anormal behavior for the
|EEE 802.11 protocol in order to recover quickly from lost messages. A relatively high
value for this counter in comparison with the TxFragments counter identifies awireless
network that suffers from interference (noise) or a heavy load of wireless data traffic.

See also TxMultipleRetryFrames.

Multiple Retry Frames Sent (TxMultipleRetryFrames)

This counter displaysthe number of messagesthat were retransmitted multipletimesbefore
being acknowledged by the receiving device. Retransmission is a normal behavior for the
|EEE 802.11 protocol in order to recover quickly from lost messages. A relatively high
value for this counter in comparison with the TxFragments counter identifies awireless
network that suffers from interference (noise) or a heavy load of wireless data traffic.

High valuesfor this counter result in lower throughput for the PC Card as the system falls
back to the next lower transmit rate when more than one retransmission retry is needed to
transfer a message.

See also TxSingleRetryFrames.

Transmit Retry Limit Exceeded Frames (TxRetryLimitExceeded)

This counter displays the number of messages that could not be delivered after the
maximum number of retransmissions. Y ou can use this counter together with TxDiscards
to identify awireless network that is overloaded due to severe interference or excessive
load of wireless data traffic. The system drops such messages and depends on the higher
communication protocols to recover from this lost message.

Transmit Frames Discarded (TxDiscards)

This counter displays the number messages that could not be transmitted due to congestion
at the RoamAbout PC Card. In normal situations, the PC Card can temporarily store
messages that are to be transmitted in an internal buffer. When this buffer is full, the PC
Card discards any new messages until buffer space becomes available again. When this
counter isrelatively high, thismay identify awireless network with aheavy load of wireless
datatraffic.
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Showing Counters

Individually Addressed Frames Received (RxUnicastFrames)

This counter displays the number of messages sent by other devices to this PC Card. In
most LAN applications, it is normal behavior for this counter to have a high value and is
continuously increasing (you can see it run). For example, this counter should increase
rapidly when running the Link Test.

Multicast Frames Received (RxMulticastFrames)

This counter displays the number of broadcast or multicast messages received by the
device. Inmost LAN applications, itisnormal behavior for this counter to have avaluethat
is continuously increasing. Typically, this counter should display avaluethat is less than
the RxUni castFrames counter.

Fragments Received (RxFragments)

This counter displays the total number of messages or message fragments received by the
PC Card. The running rate of this counter is a general indication of the amount of activity
at the PC Card. This counter should be greater than the sum of RxUnicastFrames plus
RxMulticastFrames.

Individually Addressed Bytes Received (RxUnicastOctets)

This counter displaysthe total number of bytes received by the PC Card as part of unicast
messages. It is normal behavior for this counter to increase rapidly.

Multicast Bytes Received (RxMulticastOctets)

This counter displaysthetotal number of bytesreceived by the PC Card as part of multicast
messages. It is normal behavior for this counter to have ahigh value.

Receive FCS Errors (RxFCSErrors)

This counter displays the number of received messages or message parts that contained an
erroneous value and had to be deleted. In the IEEE 802.11 protocol, such messages are
recovered by the ACK (Acknowledgment) protocol and then retransmitted by the sending
device.

A high valuefor this counter identifies awireless network that suffersfrom interference or
malfunctioning RoamAbout hardware. It is normal behavior for the RoamAbout PC Card
to discard these messages.
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Showing Counters

Receive Buffer Not Available (RxDiscardsNoBuffer)

This counter displays the number of times an incoming message could not be received due
to a shortage of receive buffers on the RoamAbout PC Card. A non-zero value identifies
heavy data traffic for your RoamAbout PC Card; for example, when your PC Card is
receiving large amounts of data.

Wrong Station Address on Transmit (TxDiscardsWrongSA)

This counter displays the number of times a message transmission was not done because a
wrong MAC address was used by the protocol stack. A non-zero value indicates an error
situation in the communication between your driver and the protocol stack.

Receive WEP Errors (RxDiscardsWEPUndecryptable)
This counter displays the number of times a received message was discarded because it
could not be decrypted by your PC Card. This means that:
»  Both devices have enabled encryption, but use keys that do not match.

«  Oneof the devices does not support encryption or does not have encryption enabled.

Use RoamAbout Client Utility Link Test, Configuration Info tab, to see the configuration
of the client and the Access Point or other client.

Receive Message in Message Fragments
(RxMessagelnMsgFragments)

This counter displays the number of times messages were received while another
transmission was in progress. It is a measure of the amount of overlapped communication
in your system. Zero values indicate low to moderate load of your network. Non-zero
values identify awireless medium that is being used simultaneously by multiple users.

Receive Message in Bad Message Fragments
(RxMessagelnBadMsgFragments)

This counter displays the number of times messages were received while a transmission
elsewhere in the wireless network was in progress. This counter is expected to be zero.
Non-zero-values indicate a heavily loaded system.

WEP ICV Error

This counter increments when encrypted data has an error that preventsit from being
deciphered. A high number indicates a mismatched encryption key. A low number can be
caused by drop bits which can be ignored.
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Displaying Error Logs

WEP Excluded

This counter increments when this device sends unencrypted data to another device which
rejectsthe data. If thisisaclient in an infrastructure network, this can be caused when the
client has encryption disabled and the Access Point is configured to accept encrypted data
only (DENY NON-ENCRYPTED DATA is enabled).

Displaying Error Logs

The Access Point can display error logs used by support personnel to analyze system faults.
Upto four error log dumps can be stored, and the most recent dump isdisplayed first. There
are two types of error logs: one for Access Point settings and one for wireless settings.

To display the Access Point settings error logs using the console port, choose Dump Error
L og from the RoamAbout Access Point Installation Menu. This error log displays various
information, including current reset count and PC Card present/not present.

To seethe reset count from the AP Manager, select the Access Point in the Managed L ist
field then click the Reset button. To display the wireless settings error logsin the AP
Manager, click the Troubleshooting button.

To display the wireless settings error logs using the consol e port:

1) Choose M odule-Specific Options from the RoamAbout Access Point
Installation Menu.

2) Select Dump Error Log from the next menu.

The following example shows the screen associated with this option.

ﬁoamﬁ\bout Access Poi nt \

Product Specific ERROR LOG

Entry Number = 58

Entry Type = OTHER EXCEPTI ONS

Error Code = FC000200 Vector offset = 0512
Error Data =

0: 0001E8C8 1: 00000000 2:20100700  3: C3360200
4: 0000EEAC  5: 00050400 6: 0001CBAC  7: 01001596

k Dunp anot her Log entry [Y]/N ? J
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RoamAbout PC Card LED Activity in a Client

RoamAbout PC Card LED Activity in a Client

If you encounter difficulty using a RoamAbout client, the error may be related to various
causes, such as:

Out-of range situation, which prevents the PC Card from establishing awireless
connection with the network.

Configuration mismatch, which prevents the PC Card from establishing a wireless
connection with the (correct) network.

Absence of or conflict of the RoamAbout Driver.

A problem or conflict with the PC Card slot or ISA Adapter Card that preventsthe PC
Card from powering on.

A conflict of the RoamAbout hardware with another device.

If you have a problem, you should first look at the PC Card LEDs (Figure 7-2). Table 7-7
describes the various modes of operation and associated LED activity. The table also
includes a number of troubleshooting hints that may help you solve the problem.

Figure 7-2: RoamAbout PC Card
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RoamAbout PC Card LED Activity in a Client

Table 7-7: RoamAbout PC Card LED Description

Power Transmit Description/Action
LED /Receive

LED
Continuous  Blinking Standard operational mode:
Green « Cardispowered on.

e Sensing/transmitting wireless data.

Off e Cardispowered on.
* A network connection was established but currently thereisno
wireless activity.
This could be anormal situation.

Also, the client may have moved out of the range of the wireless
network. If in an ad-hoc network, no other clients may be
available.

Flicker Flicker Power management mode;
e Cardispowered on.

» Power management is enabled.

» Flashesindicates that the card wakes up at regular intervalsto
check if there is wireless data addressed to your client.

Both LEDs blink once The PC Card has not established a connection with the wireless
every 10 seconds netvyork.
Actions:

e Contact the LAN administrator to verify the wireless network
name assigned to the wireless infrastructure network. Be
aware that the wireless network name is case sensitive.

e If using ANY asthe wireless network name, verify that the
RoamAbout Access Point does not have Secure Access
enabled.

» Theclient may not be within range of an Access Point or
ad-hoc network.
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Windows Does Not Detect the RoamAbout PC Card

Table 7-7: RoamAbout PC Card LED Description (Cont'd)

Power Transmit Description/Action
LED /Receive
LED
Off Off Card is not powered on.

The cause may be:
* Nodriver loaded or installed.

e Card and driver mismatch that prevented the driver from

loading.
» Device conflict that prevented the driver from loading.
Actions:

» Verify that adriver has been installed. If not, install the driver.

» Determineif there isaconflict with another device as
described in the “Device Conflict on a Windows System”
section on page 7-26. Typically, this only happens on a
Windows NT system.

» Verify theversions of the PC Card driver and Station firmware
as described in the “Checking RoamAbout Product Version
Numbers” section on page 6-12.

* Consult the RoamAbout web site to seeif newer versions are
availableand if so, upgrade both thefirmware and driver to the
|atest available version.

Windows Does Not Detect the RoamAbout PC Card

If the RoamAbout PC Card was properly working at onetimein the client, then the problem
could be one of the following:

» ThePC Card was removed and is no longer properly inserted. Reinsert the PC Card
into the PC Card slot.

e The PC Card was removed and reinserted but the computer requires a reboot to
recognize the PC Card. Restart the computer.

e The RoamAbout PC Card driver was improperly removed or corrupted. Remove the
existing driver, as described in the “Removing the RoamAbout Miniport Driver”
section on page 6-18. Then reinstall the driver.
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Client Cannot Connect to the Network

Client Cannot Connect to the Network

This situation may occur in one of the following situations:

*  Thewireless network name isincorrect. Be aware that the wireless network name is
case sensitive.

e Ifusing ANY asthe wireless network name or the field is blank, verify that the
RoamAbout Access Point has disabled Secure Access.

« If thewireless network is using encryption, make sure that encryption is enabled and
that the correct encryption key is entered in the correct key position (1, 2, 3, or 4).

*  The Microsoft Windows workgroup name is incorrect. Follow the procedure in the
next section to check the networking protocols.

* Thedriver isnot loaded. Use the RoamA bout install ation documentation that came
with the PC Card to install the driver.

» There is a device conflict as described in the “Device Conflict on a Windows System”
on page 7-26.

« The PC Card is defective.

In an ad-hoc configuration, the RoamAbout Client Utility could show the other computers
in the ad-hoc network but these computers are not shown in the Network Neighborhood.
The most likely cause is that the computers are not using the same workgroup name.

Problem Solving 7-23



Checking the Network Protocols on a Windows System

Checking the Network Protocols on a Windows System

To verify that the client is configured for the correct type of networking and networking

protocols:

1) From the Windows desktop, click Start then select Settings— Control

Panel.

2) Double-click Network. The following dialog box is displayed:

Network

Configuration | Identificationl Arocess Eontroll

The following network components are installed:

SR Roamabout 80211 DS

T4 IP</SP-compatible Protocal

[ NetBELI

[ TCPAP

J?-: File and printer sharing for Microzoft Metworks

Add... | Eemoye |

Frimary Metwork Logon:

IEIient far Microsaft Metworks

File and Frint Sharing... |

Drescription

=

o]

Cancel |

3) Verify that thelist of network components includes Client for Microsoft
Networks and, optionally, Client for NetWare Networks.

4)

5)

If theitem you want is available, click Cancel and go to the next step. If the
items you require are missing, click Add and select Add Client to add the
client software of the networking protocol that you want to install.

If the proper client software isinstalled but you do not see the required
protocols, click Add then follow the on-line instructions.

If thisis the first time that networking support isinstalled on your computer, Windows
promptsyou to enter the computer and workgroup names. These names are used to identify
your computer on the Microsoft Network Neighborhood.
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Checking the Network Protocols on a Windows System

To enter the computer and workgroup names:

1) If the Network window shown below is not opened, click Start, select
Settings— Control Panel, then double click Network.

2) Click the Identification tab as shown below. The Windows NT version of
thiswindow is similar.

3) Inthe Computer Name field, enter a unique name for your computer.

4) IntheWorkgroup field, enter the name of your workgroup. The name must
be the same for all computers in the wireless network.

5) Optionally, provide a description of the computer in the Computer
Description field.

For more information about setting your Windows network properties, consult the
Windows documentation or Windows on-line help.

Metwork [ 7]

Configuration  |dentification |.~'—‘u:u:e&s Contru:ull

Wwindows uses the fallowing information to identify paur
computer on the network, Pleaze tppe a name for this
caormputer, the workgroup it will appear in, and a short
dezcription of the computer.

Cornputer name: IJeff's PC

"Warkgroup: IHoam&hout Eng.

Computer
Dezcription: II'”UEI 2000

1] I Cancel
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Device Conflict on a Windows System

Device Conflict on a Windows System

A device conflict under Windows NT may be related to the RoamAbout ISA card or PC
Card. To detect which card is causing the conflict, use the Windows NT diagnostics. This
problem can also appear on Windows 98 and the early version of Windows 95 (OSRO).

To help determine if a device conflict exists, check the following:

e |f thereisaconflicting I/O Base setting, the RoamAbout PC Card usually does not
work at all and both LEDs are off.

« |f thereisaconflicting IRQ value, LEDs may flicker but you cannot connect to the
network. In a number of cases, the card may succeed in connecting to a wireless
device, but fail to connect to the network operating system.

«  Another device in the computer no longer works properly.

Windows NT
To check the 1/0 port and IRQ values, perform the following:

1) Fromthe Taskbar, click Start. Select Programs— Administrative
Tools— Windows NT Diagnostics.

2) Click the Resour cestab to display the following window:

ElWindows NT Diagnostics
File Help
“arsion | System | Display Drives | hemany | Services
Fesources Ervironment | THetwork
Include HAL resources ™
IRQ | Device | Bus |T ne |
m i3042prt i lza
05 auddrive 0 lsa
06 Floppy 0 Isa
Ik Diz21x4 i Pi
12 i042prt I lsa
14 piixicle 0 lsa
15 piixicle 0 lsa
[T ljoPot | DMA | Memary | Devices
Properties | Refresh | Frint | [0]:% I
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Device Conflict on a Windows System

3) Clickthel RQ button to display the Interrupt Request (IRQ) vectors currently
in use by other devicesin your computer.

If IRQ value 10 (default value for the PC Card) is not used, write down IRQ 10. If 10
isused, select avalue not listed in the Windows NT Diagnostics window and write it
down. Valuesinclude: IRQ 15, 12, 07, 05, 04, 03.

4) Onthe Resources screen, click 1/0 Port to display this window:

El Windows NT Diagnostics
File  Help

“ersion | System | Display Drives I hemany I Services
Resources Environment I Metwnrk

Include HAL resources [

Address Device | Bus |T pe |
0060-0060  i8042prt i lza
0064 -0064  i8042prt i lza

070-0177  piixide lsa

0CE-DICF VgaSave Pei
Isa

Isa

i
i
0F0-01F7  piixice i
0224-022F  auddrive 0
0378-037A Parport 0 Isa
0388-0388 auddrive 0 Isa
03B0-03BEB YgaSave 0 Fci
03C0-03DF YgaSave 0 Fci
03F0-03F5  Floppy i
03F7-03F7  Floppy i
ECO0-EC.. DC21x4 i
ECFD-EC.. piixide 0
ECFE-EC.. pixide 0
|

IRG [ oPot oMa | Memow
Propetties | Befrash | Pririt | 0K I

Isa
Isa
Fci
Isa
Isa

Devices

If 1/O Port value 0400-043F is not used, write down /O Port 0400-043F. If thisvalue
is used, select an unused value and write that down. I/O port values arein the range
0300 to FFCO with increments of 40. Examples:

0300, 0340, 380, 03C0;
0400, 0440, 0480, 04C0;

FF00, FF40, FF80, FFCO.
If you need to select an address, start with the first unused address after 0400.

5) Open the driver properties, as described in the “Showing Current Client
Settings” section on page 5-21, and click onAldepter tab.

6) Enter the I/O Port and IRQ values that you wrote down.
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It is possible that a conflict can still occur even after using the Windows NT Diagnostics
program to determine unused 1/O port addresses and IRQ values. This can happen when
your computer has one or more devices and/or peripheralsinstalled that claimed an 1/0
Base Address or IRQ value without notifying the Windows NT operating system.
Therefore, the Windows NT Diagnostics program does not display these values as used.

If there is adevice conflict, select alternative settings for 1/0 Base Address or IRQ values.
Y ou may need to try multiple values before resolving the problem. To isolate the problem,
you should change only one parameter at atime. For example, try to resolve a possible
conflict with the I/O Base Address. If that does not work, try to resolve a possible IRQ
conflict.

If you know which deviceis conflicting with the PC Card, you have the option of changing
that device’s I/O address or IRQ instead of changing the RoamAbout PC Card or ISA card.

Depending on the computer, you might need to verify the settings of the BIOS which is
loaded when you start your computer.

If the computer previously had a network card installed and the network card was running
in 32-bit operation, you may need to set the BIOS to PCIC - 16 bit. You may also need to
disable the network card in the Control Panel - Devices.

Windows 95 or 98
To check the I/0 and IRQ for a Windows 95 and 98 system:

1) From the Taskbar, clicktart then selecBettings— Control Panel.
2) Double-click theSystem icon.
3) Select theDevice Manager tab.

4) Open (click the + sign)etwork adapters, selectRoamAbout 802.11 DS,
then click theProperties button.

5) Click theResourcestab to see the I/O range and IRQ setting.
You can also select a different device and dictiperties to display its resource settings.

Should you change the I/O address or IRQ value, only change one value at the time to
isolate a potential conflict without unintentionally creating another one.

Depending on the computer, you might need to verify the settings of the BIOS which is
loaded when you start your computer.



Setting and Removing SNMP Trap Addresses

Changing the ISA Adapter Address

If the device conflict isrelated to the 1/O port address of the ISA card, you can change the
I SA address by changing the jumper setting on the ISA card (Figure 7-3). The ISA card
supports two /O addresses:

e 3E0-3EL1 (factory-set default)
e 3E2-3E3

To changethe jumper setting, open your computer according to the documentation that was
shipped with your computer and follow the safety precautions described in the RoamAbout
installation documentation that came with the |SA adapter.

Figure 7-3: ISA Card I/O Address Strapping

Setting and Removing SNMP Trap Addresses

To have the Access Point send SNMP traps, you need to enter the | P address of the device
where the trap isto be sent. A trap is a defined event or condition detected by the
RoamAbout Access Point SNMP agent. The Access Point sends an SNMP trap when any
of the following events occur:

e Access Point is powered on (coldstart trap).
«  Ethernet network connection is established (network link up trap).

e User tried to communicate with the Access Point using an incorrect SNM P community
string (authentication trap).
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Setting Upline Dump

To enter an SNMP trap address using the console port:

1) Choose Add SNMP Trap Addressesfrom the RoamAbout Access Point
Installation Menu.

2) Enter the IP address of the system that you want to receive the SNMP traps.

Note: If you do not want to change the existing value, press <Enter> to go back to the
previous menu.

To delete an existing trap address using the console port:

1) Choose Delete SNMP Trap Addresses from the RoamAbout Access Point
Installation Menu.

2) Enter the IP address of the system that you no longer want to send SNMP
traps.

Note: If you do not want to change the existing value, press <Enter> to go back to the
previous menu.

Setting Upline Dump

The Upline Dump mode is disabled by default. This option allows you to specify whether
the Access Point uploads diagnostic information bout itself in the event of acrash. This
option should be DISABLED unless a support representative tells you otherwise.

The Upline Dump setting is available by clicking the Operating Modes button in the AP
Manager, or selecting the M odule-Specific Options in the console port RoamA bout
Access Paint Installation Menu.

When enabled, you can select one of the following:

* UsetheBootP Server to discover the | P address of the destination TFTP server and the
destination directory on that server.

*  Upload theimage to the specified TFTP server |P address and a destination directory.

§SERSSY] You must use the path structure dictated by your operating system.
NOTE

Depending on the dump host, you may need to create a writable file to accept the dump.
The file name should be apxxxxxx.dmp, where xxxxxxx is the last 6 digits of the Access
Point’'s wired MAC address.

7-30 Problem Solving



Appendix A

RoamAbout Product Specifications

This appendix lists the various specifications of the RoamAbout products.

PC Card and ISA Adapter Physical Specifications

Form factor PC card: PC card type-1l extended
ISA card: Half-size |SA adapter card
Dimension: PC Card (LxWxH) 118x54x 8 mm (4.72x 2.16 x 0.32in)
Dimension: | SA Adapter | (LxWxH) 170x 100 x 15 mm® (6.8 x 4.0x 0.6 in)
Weight: PC Card 45 gram (1.58 02)
Weight: | SA Adapter 110 gram (3.85 0z)
Temperature & humidity
Operation 0° to 55° Maximum humidity 95%
(32°t0 131° F)
Transit -20°to 70° C 15 to 95% (no condensation allowed)
(-4° to 158° F)
Storage -10°to 60° C 10 to 90% (no condensation allowed)
(14°to 140° F)

1 As measured without the standard mounting plate for ISA boards.
2 Although the card may still operate in the range of -20° to 70° C, operation outside the range 0°
to 55° C may no longer be according to the RoamAbout or IEEE specifications.
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PC Card and ISA Adapter Physical Specifications

PC Card Power Characteristics

Doze mode 9mA
Receive mode 185 mA
Transmit mode 285 mA
Power supply 5V

PC Card Networking Characteristics

Compatibility |EEE 802.11B standard for wireless LANs (DSSS)
Network operating [Novell client 3.x & 4.x

System Microsoft Windows Networking

Host operating Microsoft Windows 95, Windows 98, and Windows NT
system (NDIS Miniport driver)

Windows 2000 (NDIS 5 driver)

MS-DOS & Microsoft Windows 3.x:
« DOSODI driver

o Packet driver

Apple Macintosh (RoamAbout driver)
M edia access CSMA/CA (collision avoidance) with acknowledgment
protocol (ACK)
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PC Card Radio Characteristics

PC Card Radio Characteristics

Radio characteristics of RoamAbout PC Cards may vary according to the country where
the product was purchased (see Table A-1). If you plan to connect a RoamAbout Access
Point to an outdoor antenna installation, additional regulations may apply. You use a
different RoamAbout PC Card when connecting to the RoamAbout outdoor 14 dBi
directional antennain countries that adhere to ETSI regulations (see Table A-2).

Table A-1: Radio Characteristics
2.4 GHz (2400-2483.5 MHz)

R-F frequency band

Number of selectable |North America (FCC) 1
sub-channels Europe (ETSI) 13
France (FR) 4
Japan (IP) 14
Other countries that adhere to:*
FCC 11
ETSI 13

Modulation technique |Direct sequence spread spectrum (DQPSK, CCK, DBPSK)

Spreading

11-chip barker sequence

Bit error rate

Better than 10°°

Nominal Output Power

15dBm

Range (100 bytesuser |11 M bit/s 5.5 Mbit/s 2 Mbit/s 1 Mbit/s

data)

Open environment 160 m 270m 400 m 550 m
(525 feet) (885 feet) (1300 feet) (1750 feet)

Semi-open environment |50 m 70m Om 115m
(165 feet) (230 feet) (300 feet) (375 feet)

Receiver sensitivity -82dBm -87.dBm -91dBm -94 dBm

1 Consult your authorized RoamAbout reseller sales office for information about the radio
regulations that apply in your country.

Signal strength can be affected by closeness to metal surfaces and solid high-density

materials. The ranges listed above provide agenera guideline and may vary according to

the actual physical environment where the product is used.

* Inopen environments, there are no physical obstructions between antennas.

*  Insemi-open environments, work space is divided by shoulder-height, hollow wall
elements; antennas are at desktop level.
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PC Card Radio Characteristics

Table A-2: Radio Characteristics (For Outdoor Antenna Use)

R-F frequency band 2.4 GHz (2400-2500 MHZz)
Number of selectable Europe (ETSI) 13
sub-channels France (FR) ]
Japan (JP) 14
Other countries that
adhereto ETSI? 13
M odul ation technique Direct sequence spread spectrum
(DQPSK, CCK, DBPSK)
Spreading 11-chip barker sequence
Bit error rate Better than 10°
Nominal Output Power 8dBm
Range Consult the RoamAbout Outdoor
Antenna Site Preparation and
Installation Guide.

1 This variation of the RoamAbout PC Card is not available in FCC regulated
countries. This PC Card is used when connecting to an outdoor 14 dBi
directional antenna in countries that adhere to radio regulations as defined by
the ETSI.
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Supported Frequency Sub-Bands

Supported Frequency Sub-Bands

The RoamAbout PC Card supports a number of factory-programmed channels. The
number of available frequenciesis subject to local radio regulations as defined by local

authorities.

In RoamAbout infrastructure environments, the RoamAbout PC Card automatically starts
operation at the frequency channel that is used by the RoamAbout Access Point. This
frequency is controlled by the LAN administrator who sets the RoamAbout Access Point
configuration. Table A-3 shows the factory-set default values, which are printed in bold.

Table A-3: IEEE 802.11 RoamAbout Channel Sets

Frequency range |2400-2500 MHz

Channel 1D FCC ETSI France |Japan
1 2412 2412 - 2412
2 2417 2417 - 2417
3 2422 2422 - 2422
4 2427 2427 - 2427
5 2432 2432 - 2432
6 2437 2437 - 2437
7 2442 2442 - 2442
8 2447 2447 - 2447
9 2452 2452 - 2452
10 2457 2457 2457 2457
1 2462 2462 2462 2462
12 - 2467 2467 2467
13 - 2472 2472 2472
14 - - - 2484
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Range Extender Antenna Specifications

Range Extender Antenna Specifications

Y ou can connect the RoamAbout Range Extender antennato a RoamAbout PC Card in
either an Access Point or wireless client. Usethe Range Extender antennato ensure optimal
transmission and reception quality for situationswhere the PC Card integrated antennas are
shielded.

Table A-4 provides the specifications for the Range Extender antenna.

Table A-4: Range Extender Antenna Specifications

Mechanical

Size (Iength x width x height) 185x25x09cm(7.2x1x0.35in)
Cable Length 150 cm (58.51in)

Insertion Loss @ 2.4 GHz 1.25dBm

Connector RoamAbout special, snap-on type
Electrical

Frequency Range 2400-2500 MHz

VSWR (Voltage Standing Wave Ratio) |Lessthan 2:1

Nominal Impedance 50 Ohms

Gain (vertical position) 2-3dBi

Gain (horizontal position) -2 dBi

Polarization (vertical position) Vertical

Polarization (horizontal position) Not applicable
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Vehicle-Mount Antenna Specifications

Vehicle-Mount Antenna Specifications

The RoamAbout V ehicle-Mount antenna can be mounted on vehicles, such as fork-lift
trucks, that need continuous access to networked data, whether inside or outside of the
building. Table A-5 provides the specifications for the V ehicle-Mount antenna.

Table A-5: Vehicle Mount Antenna Specifications

Mechanical

Cable Length 250 cm (8 feet)
Insertion Loss @ 2.4 GHz 3.3dB
Connectors

FCC Countries Reverse Polarity-N (Female)
ETSI Countries Standard-N (Male)
France Standard-N (Male)
Japan Standard-N (Male)
Electrical

Frequency Range 2400-2438 MHz
VSWR (Voltage Standing Wave Ratio) |1.5:1

Nominal Impedance 50 Ohms

Gain 5 dBi

Half-Power Beamwidth NA

Polarization Vertical

Power Handling 100 Watts

Antenna Environment

Operating Temperature

~40°C (-40°F) to +60°C (140°F)

Relative Humidity Range

0-100%

Wind/survival (mph)

194 km/h (120 mpH)

Wind rating

129 km/h (80 mph)

Wind load

202 km/h (125 mph)

1104 km/h (65 mph) with 1.25 cm (0.5 in) ice.
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Glossary

Access Point
A 2-port bridge that connects awireless LAN to awired Ethernet LAN.

Ad-Hoc network

A group of wireless stations that participate in wireless communication without connection
to awirelessinfrastructure network. An ad-hoc network does not include Access Points.

Ad-hoc networks are also referred to as peer-to-peer networks.

Beacon

A message that is transmitted at regular intervals by the RoamAbout Access Point to all
wireless clients in the wireless network.

Beacons are used to maintain and optimize communications by hel ping mobile clients to
automatically connect to the Access Point that provides the best communications quality.

Broadcast Message

A data message that is transmitted by one wireless device to all devicesin the wireless
network.

Broadcast storm

An occurrence where alarge number of broadcast messages are sent through the network,
usually degrading network performance.

Cell

A single Access Point and its wireless clients within awirel ess infrastructure network
containing multiple Access Points.
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Glossary

Channel (Frequency)
The center radio frequency that the wireless device uses to transmit.
The RoamAbout PC Card can support up to 13 radio frequency channels as defined in the
|EEE 802.11 Standard. The number of available channelsfor your PC Card issubject toradio
regulations that apply in your country. In most countries, these radio regulations adhere to
either the FCC or ETSI Standards.

Directional Antenna

Anantennathat radiates RF signalsin aspecific direction. A directional antennatypically has
ahigher gain and can cover a greater distance than an omni-directional antenna. A 14 dBi
Y agi directional antennais available as an option for the RoamAbout Access Point.

ETSI

European Telecommunications Standards Institute. Standards body that governs use of
radio frequencies, mostly for European countries.

FCC

Federal Communications Commission. Standards body that governs use of radio frequencies,
mostly for North America

IEEE 802.11 Standard

The Institute of Electrical & Electronics Engineers, Inc. (IEEE) is an organization that
develops standardsfor electrical and el ectronic equipment. | EEE 802.xx Standards definethe
access technologies for local and metropolitan area networks. The IEEE 802.11 Standard is
an interoperability standard for wireless LAN devicesthat identifies three major distribution
systems for wireless data communication:

e Direct Sequence Spread Spectrum (DSSS) Radio Technology
¢ Frequency Hopping Spread Spectrum (FHSS) Radio Technology
¢ Infrared Technology

|EEE 802.11 compliant networking products based on the same type of distribution system

are interoperable with one another regardless of the device's manufacturer. RoamAbout
802.11 DS products are compliant with the IEEE 802.11 Standard for wireless LAN devices
that use the Direct Sequence Spread Spectrum (DSSS) Radio Technology.
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Glossary

ISA adapter

An option for the RoamAbout PC Card for computers that do not have aPCMCIA slot. The
ISA adapter installs into a computer’s ISA bus and provides a PCMCIA slot for the PC Card.

Endpoint Bridge Mode

An Access Point mode that allows two Access Points to communicate, effectively connecting
two wired LANSs through a wireless link.

Multipoint Bridge Mode

An Access Point mode that allows up to seven Access Points to communicate, effectively
connecting wired LANs through a wireless link.

Multicast Message

A data message that is transmitted by one wireless device to multiple devices in the wireless
network. Unlike broadcast messages, multicast messages do not always include all devices
in the network.

Omni-Directional Antenna

An antenna that radiates RF signals in all directions. An omni-directional antenna typically
has a lower gain and covers less distance than a directional antenna. A 7 dBi omni-directional
antenna is available as an option for the RoamAbout Access Point.

PC Card

A network card that installs in an Access Point or wireless client to provide wireless
connectivity in a LAN environment.

PCMCIA

The Personal Computer Memory Card International Association (PCMCIA) is the standards
body for the type of PC Card used with the RoamAbout products.

Range Extender Antenna
An indoor antenna that extends the coverage area of a RoamAbout wireless device.
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Glossary

RoamAbout Access Point Manager

Software used to manage and configure one or more Access Points. The softwareisinstalled
on aWindows computer that connectsto the Access Point viaawired LAN or wirelessLAN.

roaming

The ability for awireless client to move from one cell to another in awirel ess network
without losing the network connection.

Asthe client moves between different wireless cells, the RoamAbout PC Card keepstrack of
the quality of the radio connection with the Access Points. Asthe client movesaway from its
Access Point and the signal level decreases, the RoamAbout PC Card automatically connects
to another Access Point in the same network that has a stronger signal level.

SNR

The Signal to Noise Ratio (SNR) isadynamic indicator that indicates the rel ative strength of
theradio signal (signal level) versus the radio interference (noise level) in the radio signal
path.

Unicast Message
A datamessage that is transmitted by one wireless device to another wireless device.

Vehicle-Mount Antenna

A 5 dBi omni-directional antennathat connectsto a PC Card in aclient to extend the
coverage area. The Vehicle-Mount antennais designed to be mounted on vehicles, such as
fork-lift trucks that need continuous access to networked datawhileinside or outside of the
warehouse.

WEP
Wired Equivalent Privacy. Used to encrypt data transmitted via the wireless medium.

wireless client

A computer such as a PC, laptop, or notebook, that uses the PC card for wireless LAN
connectivity. A wireless client is also referred to as a station.
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Glossary

wireless infrastructure network

A wireless network that consists of wireless clients connected by one or more Access Points
to awired Ethernet LAN.

wireless network

A collection of end-user systems connected together using amedium such asradio frequency
or infrared technology. The RoamAbout products use radio frequencies.

wireless relay

When enabled, the multipoint Access Point relays messages from one Access Point to
another. When disabled, each of the Access Pointsin the LAN-to-LAN multipoint
configuration can only communicate with the multipoint Access Point and itswired LAN.
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5-6
configuring for Point-to-Multipoint
5-13-5-17

configuring for Point-to-Point 5-9-5-12
definition 1-2
factory defaults 5-31
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firmware version 6-12
image file 6-13
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LED summary 7-2
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reload 6-13
reset 5-31
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supported users 1-3
upgrading 6-13
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See AP Manager
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Ad-Hoc Demo Mode 5-18
ad-hoc network
channel used 2-2
configuring 5-18
definition 1-1
description 1-13
hardware installation 3-10
requirements 3-7
Aging Timer 1-2, 1-3, 4-5

antennas 1-14, 6-8
ANY (as a wireless network name) 2-1
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Access Point 5-4, 5-6
ad-hoc network 5-18
client 5-7
description 2-6
integrity test 5-30
AP Manager
configuring a Point-to-Multipoint network
5-14-5-15
configuring a Point-to-Point network
5-10-5-11
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5-2-5-4
description 4-4
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installation 4-3
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Apple driver
displaying settings 5-21
removing 6-20
Apple Open Transport protocol 2-14
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beacon 2-14

BIN file 6-13
bindings 5-21
BIOS settings 7-28
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BootP/TFTP 4-2, 5-31, 6-13
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bridge mode
description 1-3
infrastructure network 5-3
integrity test 5-30
LAN-to-LAN Endpoint 5-6, 5-11
LAN-to-LAN Multipoint 5-16
Point-to-Multipoint 5-15
Point-to-Point 5-12

Bridge State LED 7-3

bridging services 1-2

broadcast message 2-13, 2-14

broadcast storm 2-14

building-to-building configuration 1-8

C
cell 1-6
Central Access Point description 1-9
channel

description 2-2

infrastructure network 5-3, 5-5

list of A-5

Point-to-Multipoint 5-14, 5-16

Point-to-Point 5-10, 5-12
client

behavior 1-7

configuring for ad-hoc network 5-18

configuring for infrastructure network

5-7-5-8

definition 1-4

system requirements 3-8

using 11 Mbit/s and 2 Mbit/s 2-5
Client for Microsoft Networks 7-24
Client for NetWare Networks 7-24
client properties 5-21
client utility

description

effect of encryption 4-7

initial window 4-7

installing 4-6

link test 4-9
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site monitor 4-11
test history 6-5
version 6-12
coldstart trap 7-29
Comma Separated Value (CSV) file 6-9
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description 2-5
testing 6-2—6-3
with Link Test 4-9
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See read/write community name
See read-only community name
computer name 7-25
configuration file (*.CFG) 4-4
console port

configuring a Point-to-Multipoint network

5-16-5-17

configuring a Point-to-Point network 5-12

configuring an infrastructure network
5-5-5-6
description 4-5
security 2-13
console port password
description 2-13
for security 5-29
infrastructure network 5-6
Point-to-Multipoint 5-17
Point-to-Point 5-12
counters
Access Point 7-13
PC Card 7-13-7-19
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definition 1-5
determining 3-2
overlap 3-4
size by transmit speed 3-2, 3-6, 3-7
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CSMAI/CA protocol 2-7
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Data Link layer 1-2
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description 2-6
testing 6-4
with Link Test 4-9
Deny Non-encrypted Data 5-27, 7-19
DHCP server 5-2, 5-9, 5-13
Diagnose Card 4-9, 6-10
directional antenna 1-16, 6-8
distances
ad-hoc network 3-7
infrastructure network 3-2
LAN-to-LAN 3-6
driver
See PC Card driver
Driver Type 5-21
DTIM period
configuring 5-25
description 2-10
dynamic address learning 1-2

E

encryption
ad-hoc network 5-18
client 5-8
configuring 5-27
counter 7-18, 7-19
description 2-12, 2-13
with Windows 2000 3-8

Endpoint Bridge mode
definition 1-1

error logs 7-19

F
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MAC address 2-15
protocols 2-15
Firmware Revisions integrity test 5-30
firmware version
Access Point 6-12
Access point 5-19
fixed rate 2-14
forwarding
integrity test 5-30
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G
gateway 5-32
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H
hexadecimal digit key 5-27
hidden station 2-8, 5-24
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I/O Base address 5-21, 7-26—7-28
image file 6-13
Integrity tests 5-30
Interrupt Request 5-21
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Access Point 4-5, 5-32
IPX/SPX protocol 2-13
IRQ 5-21, 7-26-7-28
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addresses 7-29
description 1-4
physical specifications A-1

L
LAN-to-LAN configuration
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definition 1-1, 1-7
hardware installation 3-9
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PC Card 7-21
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description 4-9
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Local MAC Addressing Scheme 2-2, 5-7, 5-33
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log file
Access Point 7-19
client 6-9

login names 2-11

M
MAC address
changing to local 5-33
description 2-2
wireless 5-9, 5-13
MAC address filter 2-15
Managed List field 4-4
Maximum Sleep Duration
configuring 5-25
description 2-11
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configuring 5-24
description 2-8
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Microsoft Client for Microsoft Networks 2-13
Miniport driver
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upgrading 6-16—6-17
MS-DOS driver 3-8
multicast message 2-13, 2-14
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definition 1-1
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NetBEUI protocol 2-13
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network link up trap 7-29

Network Management Station 2-16
Network operating system security 2-11
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noise level 2-6
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description 1-4
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description 1-9
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description 1-8
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description 2-9, 2-11
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description 1-15
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configuring 5-25
description 2-10
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reset button 5-31
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reset with factory defaults 5-31
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description 2-8
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RTS/CTS protocol
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description 2-7
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Set Exclude SNMP 5-6, 5-28, 5-29
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See SNR
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MIBs 2-16
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SNR
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description 2-5
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TxMulticastOctets 7-15
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unicast message 2-14
Upgrade 6-13
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web site 3-8, 6-13, 6-20
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description 2-12, 2-13

WEP Excluded 7-19
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Windows 3.1 driver 3-8

Windows driver
See PC Card driver
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